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1 Test Information

1.1 Test Candidate Information

The Module socket_protocol is designed for point to point communication for client-server issues. For more Informa-
tion read the sphinx documentation.

Library Information

Name socket_protocol

State Released

Supported Interpreters  python2, python3

Version 46c53c04e2e1e8f0bb8c1b51250a9f34

Dependencies

stringtools 09b4d1c41b828c8d1lccb723falfd79a9

1.2 Unittest Information

Unittest Information

Version dalebbd881c6d5dd865ce87d511e702f
Testruns with python 2.7.18 (final), python 3.8.5 (final)

1.3 Test System Information

System Information

Architecture 64bit

Distribution Linux Mint 20.1 ulyssa

Hostname ahorn

Kernel 5.4.0-60-generic (#67-Ubuntu SMP Tue Jan 5 18:31:36 UTC 2021)
Machine x86_64

Path /user_data/data/dirk/prj/unittest/socket_protocol /unittest

System Linux

Username dirk

2 Statistic

2.1
Number of tests 22
Number of successfull tests 22

Number of possibly failed tests 0

Number of failed tests 0
Executionlevel Full Test (all defined tests)
Time consumption 19.274s
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2.2
Number of tests 22
Number of successfull tests 22

Number of possibly failed tests 0

Number of failed tests 0
Executionlevel Full Test (all defined tests)
Time consumption 19.214s

2.3 Coverage Statistic

Module- or Filename Line-Coverage Branch-Coverage

socket_protocol 99.5% 100.0%
socket_protocol.__init__.py  99.5%

5 /B39



Unittest for socket_protocol

3 Tested Requirements

3.1 Message Object

A Message Object shall hold the following information for transmission.

3.1.1 Status

Description

The Status shall hold some general information (in most cases it is used by the responder). Examples: Okay, Service or

Data unknown, Operation not permitted, Authentification required, ...

Reason for the implementation

Give the possibility to transfer additional status information (e.g. to explain negative responses).

Fitcriterion

A Status is part of the Message Object and it is holding the Status information.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.T]

Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest /socket_protocol /unittest/src/tests/__init__.py (26)
Start-Time: 2021-01-11 11:37:08,378
Finished-Time: 2021-01-11 11:37:08,379
Time-Consumption  0.001s
Testsummary:
Info Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data_id":
None}
status is part of the message object is correct ('status’ is in the list or dict).
Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id":
'DID'}
status is part of the message object is correct ('status’ is in the list or dict).
Content in message object for status is correct (Content 'S’ and Type is <type 'str'>).
Testresult

This test was passed with the state:

. See also full trace in section [B.1.1]

Testrun:

Caller:

Start-Time:
Finished-Time:
Time-Consumption

python 3.8.5 (final)
/user_data/data/dirk/prj/unittest/socket_protocol /unittest /src/tests/__init__.py (26)
2021-01-11 11:37:29,550

2021-01-11 11:37:29,550

0.001s

Testsummary:
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Info Creating empty message object: {'data’: None, 'data_id’: None, 'service_id’: None, 'status’:
None}
status is part of the message object is correct (‘'status’ is in the list or dict).

Info Creating a maximum message object: {'data’: 'D’, 'data.id’: 'DID’, 'service_id": 'SID’, 'status’:
'S

status is part of the message object is correct ('status’ is in the list or dict).
Content in message object for status is correct (Content 'S’ and Type is <class 'str'>).

3.1.2 Service-ID

Description
The Service-ID shall hold information about the type of the request / corresponding response. Examples: read request,
write request, read response, write response, . ..

Reason for the implementation
Give the requestor the possibility to use different types (Services) for a transfer.

Fitcriterion

A Service-ID is part of the Message Object and it is holding the Service-ID information.

Testresult
This test was passed with the state: . See also full trace in section [A.1.7]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest /socket_protocol/unittest/src/tests/__init__.py (27)
Start-Time: 2021-01-11 11:37:08,379
Finished-Time: 2021-01-11 11:37:08,380
Time-Consumption  0.001s
Testsummary:
Info Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data_id":
None}
service_id is part of the message object is correct ('service_id’ is in the list or dict).
Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data.id":
'DID"}
service_id is part of the message object is correct ('service_id' is in the list or dict).
Content in message object for service_id is correct (Content 'SID’ and Type is <type 'str’>).
Testresult
This test was passed with the state: . See also full trace in section [B.1.2)
Testrun: python 3.8.5 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (27)
Start-Time: 2021-01-11 11:37:29,551
Finished-Time: 2021-01-11 11:37:29,551
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Time-Consumption  0.001s
Testsummary:
Info Creating empty message object: {'data’: None, 'data_id’: None, 'service_id": None, 'status’:
None}
service_id is part of the message object is correct ('service_id' is in the list or dict).
Info Creating a maximum message object: {'data’: 'D’, 'data_id’: 'DID’, "service_id": 'SID’, 'status’:
YSY}
service_id is part of the message object is correct ('service_id' is in the list or dict).
Content in message object for service_id is correct (Content 'SID’ and Type is <class 'str'>).
3.1.3 Data-ID
Description

The Data-ID shall hold information to differtiate the data for a specific Service.

Reason for the implementation

Give the possibility to transfer different information for each Service.

Fitcriterion

A Data-ID is part of the Message Object and it is holding the Data-ID information.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.3]

Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (28)
Start-Time: 2021-01-11 11:37:08,380
Finished-Time: 2021-01-11 11:37:08,381
Time-Consumption 0.001s
Testsummary:
Info Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data.id’:
None}
data_id is part of the message object is correct ('data_id’ is in the list or dict).
Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data.id":
'DID'}
data_id is part of the message object is correct ('data_id’ is in the list or dict).
Content in message object for data_id is correct (Content 'DID" and Type is <type 'str'>).
Testresult

This test was passed with the state:

. See also full trace in section [B.1.3]

Testrun:
Caller:
Start-Time:

python 3.8.5 (final)
/user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (28)
2021-01-11 11:37:29,551
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Finished-Time: 2021-01-11 11:37:29,552
Time-Consumption  0.000s
Testsummary:
Info Creating empty message object: {'data’: None, 'data_id’: None, 'service_id’: None, 'status’:
None}
data_id is part of the message object is correct ('data_id’ is in the list or dict).
Info Creating a maximum message object: {'data’: 'D’, 'data.id’: 'DID’, 'service_id": 'SID’, 'status’:
ISI}
data_id is part of the message object is correct ('dataid’ is in the list or dict).
Content in message object for data_id is correct (Content 'DID’ and Type is <class 'str'>).
3.1.4 Data
Description

The Data shall hold the data to be transfered. For the most requests not data is transmitted.

Reason for the implementation

Give the possibility to transfer Data.

Fitcriterion

Data is part of the Message Object and it is holding the Data information.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.4]

Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (29)
Start-Time: 2021-01-11 11:37:08,381
Finished-Time: 2021-01-11 11:37:08,382
Time-Consumption  0.001s
Testsummary:
Info Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data.id’:
None}
data is part of the message object is correct (‘data’ is in the list or dict).
Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id":
'DID'}
data is part of the message object is correct ('data’ is in the list or dict).
Content in message object for data is correct (Content ‘D’ and Type is <type 'str'>).
Testresult

This test was passed with the state:

. See also full trace in section [B.1.4]

Testrun:
Caller:

python 3.8.5 (final)
/user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (29)
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Start-Time: 2021-01-11 11:37:29,552

Finished-Time: 2021-01-11 11:37:29,552

Time-Consumption  0.000s

Testsummary:

Info Creating empty message object: {'data’: None, 'data_id’: None, 'service_id’: None, 'status’:
None}
data is part of the message object is correct ('data’ is in the list or dict).

Info Creating a maximum message object: {'data’: 'D’, 'data_id": 'DID’, 'service_id": 'SID’, 'status’:

ISI}
data is part of the message object is correct ('data’ is in the list or dict).
Content in message object for data is correct (Content ‘D’ and Type is <class 'str'>).

3.2 Communication

3.2.1 A full Message Object including the defined properties and data shall be transfered.

Description
Every Communication shall transfer a complete message with its content.

Reason for the implementation

See Reasons for every single information of the Message Object.

Fitcriterion

Send two different messages and compare the received message with each sent message.

Testresult
This test was passed with the state: . See also full trace in section [A.1.5]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (33)
Start-Time: 2021-01-11 11:37:08,382
Finished-Time: 2021-01-11 11:37:09,135
Time-Consumption  0.753s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status: 0, u'service_id":
17, u'data”: u'msgl_data_to_be_transfered’, u'data_id": 34} and Type is <class
'socket_protocol.data_storage'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool">).
Received message on client side is correct (Content {u'status’: 4, u'service.id"
17, u'data’: u'msg2_data_to_be_transfered’, u'data.id’: 35} and Type is <class

socket_protocol.data_storage'>). -




Testresult

This test was passed with the state:
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. See also full trace in section [B.1.5]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (33)

Start-Time: 2021-01-11 11:37:29,552

Finished-Time: 2021-01-11 11:37:30,304

Time-Consumption 0.752s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool">).
Received message on server side is correct (Content {'data_id": 34, 'service.id": 17, 'status’: 0,
'data’: 'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).

Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).
Received message on client side is correct (Content {'data_id": 35, 'service_id": 17, 'status’: 4,
'data’: 'msg2_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).

3.2.2 A checksumm shall ensure the correct transmition

Description

If the checksum does not fit to the checksum of the transferred data, the message will be ignored, because the complete

content including the Service- and Data-ID is possibly corrupted.

Reason for the implementation

Ensure correct data transfer.

Fitcriterion

Corrupted message is not in the receive buffer after transmission.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.6]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (34)
Start-Time: 2021-01-11 11:37:09,135

Finished-Time: 2021-01-11 11:37:10,095

Time-Consumption  0.960s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Transfering a message client — server

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
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Checksum Error — No message received by server is correct (Content None and Type is <type
'NoneType'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <type 'bool >).
Checksum Error — No message received by client is correct (Content None and Type is <type
'NoneType'>).

Testresult
This test was passed with the state: . See also full trace in section [B.1.6]
Testrun: python 3.8.5 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (34)
Start-Time: 2021-01-11 11:37:30,305
Finished-Time: 2021-01-11 11:37:31,266
Time-Consumption  0.961s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool">).
Checksum Error — No message received by server is correct (Content None and Type is <class
'NoneType'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).
Checksum Error — No message received by client is correct (Content None and Type is <class
'NoneType'>).

3.2.3 An authentification between server and client shall be possible including status feedback methods

Description
The Client shall have a method to initiate the authentification. In case that the server and the client do have identical
secrets, the authentification shall be successfull.

Reason for the implementation
Message protection (e.g. for secure functions or data)

Fitcriterion
Check authentification method feedback (client) and authentification feedback (client and server), in case of differing
and identical secrets.

Testresult
This test was passed with the state: . See also full trace in section [A.1.7]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (35)
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Start-Time: 2021-01-11 11:37:10,096

Finished-Time: 2021-01-11 11:37:11,064

Time-Consumption  0.968s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info No secret set

Info Performing Authentification
Return Value of authentification method is correct (Content False and Type is <type 'bool'>).
Authentification state of server is correct (Content True and Type is <type 'bool'>).
Authentification state of client is correct (Content True and Type is <type 'bool’>).

Info Different secrets set
Authentification state of server is correct (Content False and Type is <type 'bool">).
Authentification state of client is correct (Content False and Type is <type 'bool'>).

Info Performing Authentification
Return Value of authentification method is correct (Content False and Type is <type 'bool’>).
Authentification state of server is correct (Content False and Type is <type 'bool">).
Authentification state of client is correct (Content False and Type is <type 'bool'>).

Info Identical secrets set

Info Performing Authentification
Return Value of authentification method is correct (Content True and Type is <type 'bool’>).
Authentification state of server is correct (Content True and Type is <type 'bool'>).
Authentification state of client is correct (Content True and Type is <type 'bool'>).

Info Corrupting the authentification mechanism

Info Performing Authentification
Return Value of authentification method is correct (Content False and Type is <type 'bool'>).
Authentification state of server is correct (Content False and Type is <type 'bool">).
Authentification state of client is correct (Content False and Type is <type 'bool'>).

Testresult
This test was passed with the state: . See also full trace in section [B.1.7]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (35)

Start-Time: 2021-01-11 11:37:31,266

Finished-Time: 2021-01-11 11:37:32,234

Time-Consumption  0.968s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info No secret set

Info Performing Authentification
Return Value of authentification method is correct (Content False and Type is <class 'bool'>).
Authentification state of server is correct (Content True and Type is <class "bool">).
Authentification state of client is correct (Content True and Type is <class 'bool’>).

Info Different secrets set
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Authentification state of server is correct (Content False and Type is <class 'bool’>).
Authentification state of client is correct (Content False and Type is <class 'bool’>).
Performing Authentification

Return Value of authentification method is correct (Content False and Type is <class 'bool">).
Authentification state of server is correct (Content False and Type is <class 'bool’>).
Authentification state of client is correct (Content False and Type is <class 'bool’>).
Identical secrets set

Performing Authentification

Return Value of authentification method is correct (Content True and Type is <class 'bool">).
Authentification state of server is correct (Content True and Type is <class 'bool'>).
Authentification state of client is correct (Content True and Type is <class 'bool">).
Corrupting the authentification mechanism

Performing Authentification

Return Value of authentification method is correct (Content False and Type is <class 'bool">).
Authentification state of server is correct (Content False and Type is <class 'bool’>).
Authentification state of client is correct (Content False and Type is <class "bool">).

3.2.4 An automatic authentification shall available

Description

An authentification is executed by the client on every connect.

Reason for the implementation

Simplify handling for authentification.

Fitcriterion

Check authentification feedback (client and server) after connect has been triggered.

Testresult
This test was passed with the state: . See also full trace in section [A.1.8]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest /src/tests/__init__.py (36)
Start-Time: 2021-01-11 11:37:11,065
Finished-Time: 2021-01-11 11:37:13,773
Time-Consumption  2.708s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Identical secrets set and automatic authentification
Authentification state of server is correct (Content False and Type is <type 'bool'>).
Authentification state of client is correct (Content False and Type is <type 'bool’>).
Info Connecting Server and Client

Authentification state of server is correct (Content True and Type is <type 'bool'>).
Authentification state of client is correct (Content True and Type is <type 'bool'>).
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Testresult

This test was passed with the state:

Unittest for socket_protocol

. See also full trace in section [B.1.8]

Testrun: python 3.8.5 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (36)
Start-Time: 2021-01-11 11:37:32,235
Finished-Time: 2021-01-11 11:37:34,938
Time-Consumption 2.703s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Identical secrets set and automatic authentification
Authentification state of server is correct (Content False and Type is <class 'bool’>).
Authentification state of client is correct (Content False and Type is <class "bool">).
Info Connecting Server and Client

Authentification state of server is correct (Content True and Type is <class "bool">).
Authentification state of client is correct (Content True and Type is <class 'bool">).

3.2.5 Communication (rx and tx) shall be disabled, if a secret is given but no authentification had been

successfully performed.

Description

Communication (rx and tx) shall be disabled, if a secret is given. Except of a response for registered services, saying

that a Authentification is required.

Reason for the implementation

Message protection (e.g. for secure functions or data)

Fitcriterion

RX and TX is not possible, till a successfull authentification has been performed.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.9]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest /socket_protocol /unittest/src/tests/__init__.py (37)
Start-Time: 2021-01-11 11:37:13,774

Finished-Time: 2021-01-11 11:37:15,750

Time-Consumption  1.976s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Setting a Server secret and no Client secret

Info Transfering a message client — server
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Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status’: 3, u'service_id": 31, u'data”:
None, u'data_id: 36} and Type is <class 'socket_protocol.data_storage'>).

Info Setting no Server secret but a Client secret

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <type 'bool">).
Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Info Identical secrets set

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content False and Type is <type 'bool'>).
Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).
Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Info Performing Authentification

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status: 0, u'service.id"
17, u'data”: u’'msgl_data_to_be_transfered’, u'data.id’: 34} and Type is <class
'socket_protocol.data_storage'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <type 'bool">).
Received message on client side is correct (Content {u'status’: 4, u'service.id"
17, u'data”: u'msg2_data_to_be_transfered’, u'data_id’: 35} and Type is <class
'socket_protocol.data_storage'>).

Testresult
This test was passed with the state: . See also full trace in section [B.1.9]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (37)

Start-Time: 2021-01-11 11:37:34,939

Finished-Time: 2021-01-11 11:37:36,914

Time-Consumption  1.976s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Setting a Server secret and no Client secret

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool'>).
Received message on server side is correct (Content {'data_id’: 36, 'service_id: 31, 'status’: 3,
'data’: None} and Type is <class 'socket_protocol.data_storage'>).

Info Setting no Server secret but a Client secret

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).
Received message on client side is correct (Content None and Type is <class 'NoneType'>).

Info Identical secrets set

Info Transfering a message client — server
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Returnvalue of Client send Method is correct (Content False and Type is <class 'bool'>).
Received message on server side is correct (Content None and Type is <class 'NoneType'>).
Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content False and Type is <class 'bool'>).
Received message on client side is correct (Content None and Type is <class 'NoneType'>).
Info Performing Authentification
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool>).
Received message on server side is correct (Content {'data_id": 34, 'service.id’: 17, 'status’: 0,

'data’: 'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).
Received message on client side is correct (Content {'data_id": 35, 'service.id": 17, 'status’: 4,

'data’: 'msg2_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage’>).

3.2.6 A whitelist for communication (rx and tx) shall be available to enable communication for unauthorised
counterparts

Description
It shall be possible to add a specific message, identified by Service-ID and Data-ID, to a whitelist. All messages added
to that whitelist shall be transmitted and received, if no authentification was successfull performed.

Reason for the implementation
Give the user the possibility to define messages which will not be protected behind the authentification mechanism.

Fitcriterion
Transmition and Reception will be enabled, after the message has been added to the whitelist.

Testresult
This test was passed with the state: . See also full trace in section [A.1.10]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (38)
Start-Time: 2021-01-11 11:37:15,751
Finished-Time: 2021-01-11 11:37:18,234
Time-Consumption  2.484s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Identical secrets set
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content False and Type is <type 'bool'>).
Received message on server side is correct (Content None and Type is <type 'NoneType'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).
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Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Info Added msgl to client whitelist (sid=17, did=34)

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).
Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Info Added msgl to server whitelist (sid=17, did=34)

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status: 0, u'service.id"
17, wu'data’: u'msgl_data_to_be_transfered’, u'data_id: 34} and Type is <class
'socket_protocol.data_storage'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).
Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Info Added msg?2 to client and server whitelist (sid=17, did=35)

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status: 0, u'service.id"
17, u'data”: u'msgl_data_to_be_transfered’, u'data_id”: 34} and Type is <class
'socket_protocol.data_storage'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).
Received message on client side is correct (Content {u'status’: 4, u'service.id"
17, u'data’: u'msg2_data_to_be_transfered’, u'data_.id: 35} and Type is <class
'socket_protocol.data_storage'>).

Testresult
This test was passed with the state: . See also full trace in section [B.1.10]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (38)

Start-Time: 2021-01-11 11:37:36,915

Finished-Time: 2021-01-11 11:37:39,393

Time-Consumption  2.478s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Identical secrets set

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content False and Type is <class 'bool">).
Received message on server side is correct (Content None and Type is <class 'NoneType'>).

Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content False and Type is <class 'bool'>).

Received message on client side is correct (Content None and Type is <class 'NoneType'>).
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Info Added msgl to client whitelist (sid=17, did=34)
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool'>).
Received message on server side is correct (Content None and Type is <class 'NoneType'>).
Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content False and Type is <class 'bool'>).
Received message on client side is correct (Content None and Type is <class 'NoneType'>).
Info Added msgl to server whitelist (sid=17, did=34)
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool'>).
Received message on server side is correct (Content {'data_id’: 34, 'service_id: 17, 'status’: 0,

'data’: 'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage’>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content False and Type is <class 'bool >).
Received message on client side is correct (Content None and Type is <class 'NoneType'>).
Info Added msg?2 to client and server whitelist (sid=17, did=35)
Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool'>).
Received message on server side is correct (Content {'data_id": 34, 'service.id’: 17, 'status’: 0,

'data’: 'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool'>).
Received message on client side is correct (Content {'data_id": 35, 'service_id": 17, 'status’: 4,

'data’: 'msg2_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).

3.2.7 Define a channel name for the server and client after connection is established

Description
After the connection is established, the client will initiate the channel name exchange. The channel name defined on
the client side will be dominant.

Reason for the implementation
Structured logging by creating logger childs for each channel.

Fitcriterion

Perform a channel name exchange with no channel name definition, differing channel name definition and identical
channel name definition. In all cases, the channel name of the client will be used. Perform two channel name exchanges
with only one channel name definition. This definition will be used.

Testresult
This test was passed with the state: . See also full trace in section [A.1.11]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (39)
Start-Time: 2021-01-11 11:37:18,235
Finished-Time: 2021-01-11 11:37:19,990
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Time-Consumption  1.755s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Setting no Channel name for server and client
Channel name of server is correct (Content None and Type is <type 'NoneType'>).
Channel name of client is correct (Content None and Type is <type 'NoneType'>).

Info Setting different Channel names for client and Server

Info Connecting Server and Client
Channel name of server is correct (Content 'client’ and Type is <type 'str’>).
Channel name of client is correct (Content 'client’ and Type is <type 'str'>).

Info Setting identical Channel names for client and server

Info Connecting Server and Client
Channel name of server is correct (Content 'unittest’ and Type is <type 'str'>).
Channel name of client is correct (Content 'unittest’ and Type is <type 'str'>).

Info Setting Channel name for client only

Info Connecting Server and Client
Channel name of server is correct (Content 'client’ and Type is <type 'str'>).
Channel name of client is correct (Content 'client’ and Type is <type 'str'>).

Info Setting Channel name for server only

Info Connecting Server and Client
Channel name of server is correct (Content 'server’ and Type is <type 'str'>).
Channel name of client is correct (Content 'server’ and Type is <type 'str'>).

Testresult
This test was passed with the state: . See also full trace in section [B.1.11]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (39)

Start-Time: 2021-01-11 11:37:39,394

Finished-Time: 2021-01-11 11:37:41,137

Time-Consumption  1.743s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Setting no Channel name for server and client
Channel name of server is correct (Content None and Type is <class 'NoneType'>).
Channel name of client is correct (Content None and Type is <class 'NoneType'>).

Info Setting different Channel names for client and Server

Info Connecting Server and Client
Channel name of server is correct (Content 'client’ and Type is <class 'str'>).
Channel name of client is correct (Content 'client’ and Type is <class 'str'>).

Info Setting identical Channel names for client and server

Info Connecting Server and Client

Channel name of server is correct (Content 'unittest’ and Type is <class 'str'>).
Channel name of client is correct (Content 'unittest’ and Type is <class 'str'>).
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Info Setting Channel name for client only
Info Connecting Server and Client
Channel name of server is correct (Content 'client’ and Type is <class 'str'>).
Channel name of client is correct (Content 'client’ and Type is <class 'str'>).
Info Setting Channel name for server only
Info Connecting Server and Client
Channel name of server is correct (Content 'server’ and Type is <class 'str'>).
Channel name of client is correct (Content 'server’ and Type is <class 'str'>).

3.2.8 The User shall be able to define a new service

Description
The service is defined by a Request Service-ID and a Response Service-1D.

Reason for the implementation
Definition of Request and Response SIDs.

Fitcriterion
Define a service and check, that the server will respond on the new Service-ID. The Status shall be "Request has no
callback. Data buffered.”, because no callback is registered for that request.

Testresult
This test was passed with the state: . See also full trace in section [A.1.12]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (40)
Start-Time: 2021-01-11 11:37:19,991
Finished-Time: 2021-01-11 11:37:20,856
Time-Consumption  0.865s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Info Transfering a message client — server — client
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content None and Type is <type 'NoneType'>).
Info Adding service to server instance for the transmit message
Info Transfering a message client — server — client
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {u'status’: 1, u'service_id': 18, u'data’”:
None, u'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).
Testresult
This test was passed with the state: . See also full trace in section [B.1.12]
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Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (40)

Start-Time: 2021-01-11 11:37:41,138

Finished-Time: 2021-01-11 11:37:41,998

Time-Consumption 0.860s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Transfering a message client — server — client
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool">).
Received message on server side is correct (Content None and Type is <class 'NoneType'>).

Info Adding service to server instance for the transmit message

Info Transfering a message client — server — client

Returnvalue of Client send Method is correct (Content True and Type is <class 'bool">).
Received message on server side is correct (Content {'data_id": 34, 'service.id": 18, 'status’: 1,
'data’: None} and Type is <class 'socket_protocol.data_storage’>).

3.2.9 Registration of already registered request Service-ID or response Service-ID shall not be possible

Description

An exception shall be raised, if a service registration with an existing request SID or response SID is performed.

Reason for the implementation

Changing existing services will create strange situations with already registered callbacks.

Fitcriterion

Catch exception for registration of existing request and response SID.

Testresult

This test was passed with the state:

. See also full trace in section |A.1.13]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (41)

Start-Time: 2021-01-11 11:37:20,857

Finished-Time: 2021-01-11 11:37:21,210

Time-Consumption 0.353s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Adding a service with an already registered request SID
Expected Exception RequestSidExistsError was triggered

Info Adding a service with an already registered response SID

Expected Exception ResponseSidExistsError was triggered

22/ B39



Testresult

This test was passed with the state:

Unittest for socket_protocol

. See also full trace in section [B.1.13]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (41)

Start-Time: 2021-01-11 11:37:41,998

Finished-Time: 2021-01-11 11:37:42,353

Time-Consumption  0.355s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Adding a service with an already registered request SID
Expected Exception RequestSidExistsError was triggered

Info Adding a service with an already registered response SID

Expected Exception ResponseSidExistsError was triggered

3.3 Callbacks

3.3.1

Testresult

This test was passed with the state:

It shall be possible to register a callback for a specific Service- and Data-ID

. See also full trace in section [A.1.14]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest /socket_protocol /unittest/src/tests/__init__.py (45)

Start-Time: 2021-01-11 11:37:21,211

Finished-Time: 2021-01-11 11:37:22,179

Time-Consumption  0.969s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service_id": 10, u'data’: 31,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service.id’: 11, u'data’: 33,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).

Info Overwriting existing Callback using one with faulty (too many) return values

Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service.id': 10, u'data’”: 31,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 2, u'service_id': 11, u'data’: None,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).

Info Removing the registered Callback

Info Transfering data

Message stored inside callback is correct (Content None and Type is <type 'NoneType'>).
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Message received by client is correct (Content {u'status: 1, u'service_id': 11, u'data’: None,

u'data_id": 0} and Type is <class 'socket_protocol.data_storage'>).

Testresult

This test was passed with the state:

. See also full trace in section [B.1.14]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (45)

Start-Time: 2021-01-11 11:37:42,354

Finished-Time: 2021-01-11 11:37:43,314

Time-Consumption 0.961s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data
Message stored inside callback is correct (Content {'data_id’: 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 0, 'data":
33} and Type is <class 'socket_protocol.data_storage'>).

Info Overwriting existing Callback using one with faulty (too many) return values

Info Transfering data
Message stored inside callback is correct (Content {'data_id’: 0, 'service_id": 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id’: 0, 'service_id": 11, 'status’: 2, 'data":
None} and Type is <class 'socket_protocol.data_storage'>).

Info Removing the registered Callback

Info Transfering data
Message stored inside callback is correct (Content None and Type is <class 'NoneType'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 1, 'data":
None} and Type is <class 'socket_protocol.data_storage'>).

3.3.2 It shall be possible to register a callback for a specific Service-ID and all Data-IDs

Testresult

This test was passed with the state:

. See also full trace in section [A.1.15]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (46)
Start-Time: 2021-01-11 11:37:22,180

Finished-Time: 2021-01-11 11:37:22,738

Time-Consumption  0.558s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback
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Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service.id': 10, u'data’”: 31,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 33,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Testresult

This test was passed with the state:

. See also full trace in section [B.1.15]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (46)

Start-Time: 2021-01-11 11:37:43,315

Finished-Time: 2021-01-11 11:37:43,870

Time-Consumption  0.555s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data
Message stored inside callback is correct (Content {'data_id": 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 0, 'data":
33} and Type is <class 'socket_protocol.data_storage'>).

3.3.3 It shall be possible to register a callback for a specific Data-IDs and all Service-1Ds

Testresult

This test was passed with the state:

. See also full trace in section |A.1.16]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (47)
Start-Time: 2021-01-11 11:37:22,739

Finished-Time: 2021-01-11 11:37:23,298

Time-Consumption  0.559s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data

Message stored inside callback is correct (Content {u’'status’: 0, u'service_id": 10, u'data’: 31,

u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service_id’: 11, u'data’: 33,

u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
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Testresult

This test was passed with the state:

Unittest for socket_protocol

. See also full trace in section [B.1.16]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (47)

Start-Time: 2021-01-11 11:37:43,870

Finished-Time: 2021-01-11 11:37:44,425

Time-Consumption 0.554s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data
Message stored inside callback is correct (Content {'data_id’: 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 0, 'data":
33} and Type is <class 'socket_protocol.data_storage'>).

3.3.4 It shall be possible to register a callback for all incomming messages

Testresult

This test was passed with the state:

. See also full trace in section [A.1.17]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (48)

Start-Time: 2021-01-11 11:37:23,299

Finished-Time: 2021-01-11 11:37:23,853

Time-Consumption  0.554s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback

Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service_id’: 10, u'data’: 31,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 33,
u'data_id’: 0} and Type is <class 'socket_protocol.data_storage'>).

Testresult

This test was passed with the state:

. See also full trace in section [B.1.17]

Testrun:

Caller:

Start-Time:
Finished-Time:
Time-Consumption

python 3.8.5 (final)
/user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (48)
2021-01-11 11:37:44,425

2021-01-11 11:37:44,984

0.558s
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Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering a correct working Callback
Info Transfering data

Message stored inside callback is correct (Content {'data_id": 0, 'service_id’: 10, 'status’: 0,

'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data.id’: 0, 'service_id": 11, 'status’: 0, 'data":

33} and Type is <class 'socket_protocol.data_storage'>).

3.3.5 Callback choice, if several callbacks are available (caused by wildcard callbacks)

Testresult
This test was passed with the state: . See also full trace in section [A.1.18]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (49)

Start-Time: 2021-01-11 11:37:23,854

Finished-Time: 2021-01-11 11:37:25,027

Time-Consumption  1.173s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering all kind of Callbacks

Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service_id’: 10, u'data’: 31,
u'data_id": 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 33,
u'data_id": 0} and Type is <class 'socket_protocol.data_storage'>).

Info Removing Callback for a specific Data- and Service-ID

Info Transfering data
Message stored inside callback is correct (Content {u’'status’: 0, u'service_id": 10, u'data’: 31,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 6, u'service.id’: 11, u'data’: 34,
u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).

Info Removing Callback for a specific Service-ID and all Data-IDs

Info Transfering data
Message stored inside callback is correct (Content {u'status’: 0, u'service_id": 10, u'data’: 31,
u'data_id": 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 6, u'service.id’: 11, u'data’: 35,
u'data_id": 0} and Type is <class 'socket_protocol.data_storage'>).

Info Removing Callback for a specific Data-ID and all Serice-1Ds

Info Transfering data

Message stored inside callback is correct (Content {u’'status’: 0, u'service_id": 10, u'data’: 31,

u'data_id”: 0} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {u'status’: 0, u'service_id’: 11, u'data’: 36,

u'data_id’: 0} and Type is <class 'socket_protocol.data_storage'>).
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Testresult
This test was passed with the state: . See also full trace in section [B.1.18]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (49)

Start-Time: 2021-01-11 11:37:44,984

Finished-Time: 2021-01-11 11:37:46,151

Time-Consumption  1.167s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Registering all kind of Callbacks

Info Transfering data
Message stored inside callback is correct (Content {'data_id’: 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 0, 'data":
33} and Type is <class 'socket_protocol.data_storage'>).

Info Removing Callback for a specific Data- and Service-1D

Info Transfering data
Message stored inside callback is correct (Content {'data_id": 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 6, 'data":
34} and Type is <class 'socket_protocol.data_storage'>).

Info Removing Callback for a specific Service-ID and all Data-IDs

Info Transfering data
Message stored inside callback is correct (Content {'data_id’: 0, 'service_id’: 10, 'status’: 0,
'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 6, 'data’:
35} and Type is <class 'socket_protocol.data_storage’>).

Info Removing Callback for a specific Data-ID and all Serice-IDs

Info Transfering data

Message stored inside callback is correct (Content {'data_id": 0, 'service_id’: 10, 'status’: 0,

'data’: 31} and Type is <class 'socket_protocol.data_storage'>).
Message received by client is correct (Content {'data_id": 0, 'service_id": 11, 'status’: 0, 'data":

36} and Type is <class 'socket_protocol.data_storage'>).

3.4 Some additional Information and Passthrough Methods

3.4.1 Connection established information

Testresult
This test was passed with the state: . See also full trace in section [A.1.19]
Testrun: python 2.7.18 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (53)
Start-Time: 2021-01-11 11:37:25,028
Finished-Time: 2021-01-11 11:37:25,839

Time-Consumption

0.811s

28/



Unittest for socket_protocol

Testsummary:
Info Setting up communication
Info Connecting Server and Client
Client connection status is correct (Content True and Type is <type 'bool'>).
Server connection status is correct (Content True and Type is <type 'bool">).
Client connection status is correct (Content False and Type is <type 'bool'>).
Server connection status is correct (Content False and Type is <type 'bool’>).
Info Connecting Server and Client
Client connection status is correct (Content True and Type is <type 'bool'>).
Server connection status is correct (Content True and Type is <type 'bool">).
Info Adding secrets to socket_protocol
Client connection status is correct (Content False and Type is <type 'bool'>).
Server connection status is correct (Content False and Type is <type 'bool’>).
Info Doing authentification
Client connection status is correct (Content True and Type is <type 'bool'>).
Server connection status is correct (Content True and Type is <type 'bool’>).
Testresult
This test was passed with the state: . See also full trace in section [B.1.19]
Testrun: python 3.8.5 (final)
Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (53)
Start-Time: 2021-01-11 11:37:46,151
Finished-Time: 2021-01-11 11:37:46,960
Time-Consumption  0.808s
Testsummary:
Info Setting up communication
Info Connecting Server and Client
Client connection status is correct (Content True and Type is <class 'bool’>).
Server connection status is correct (Content True and Type is <class 'bool’>).
Client connection status is correct (Content False and Type is <class 'bool'>).
Server connection status is correct (Content False and Type is <class 'bool">).
Info Connecting Server and Client
Client connection status is correct (Content True and Type is <class 'bool’>).
Server connection status is correct (Content True and Type is <class 'bool’>).
Info Adding secrets to socket_protocol
Client connection status is correct (Content False and Type is <class 'bool’>).
Server connection status is correct (Content False and Type is <class 'bool">).
Info Doing authentification

Client connection status is correct (Content True and Type is <class 'bool’>).

Server connection status is correct (Content True and Type is <class 'bool">).

3.4.2 Is connected information

Testresult

This test was passed with the state: . See also full trace in section [A.1.20]
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Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (54)

Start-Time: 2021-01-11 11:37:25,840

Finished-Time: 2021-01-11 11:37:26,200

Time-Consumption 0.360s

Testsummary:

Info Setting up communication

Info Connecting Server and Client
Client Communication instance connection status is correct (Content True and Type is <type
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <type
'bool’>).

Info Disconnecting Server and Client
Client Communication instance connection status is correct (Content False and Type is <type
'bool’>).
Server Communication instance connection status is correct (Content False and Type is <type
'bool’>).

Testresult

This test was passed with the state:

. See also full trace in section [B.1.20]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol /unittest/src/tests/__init__.py (54)

Start-Time: 2021-01-11 11:37:46,960

Finished-Time: 2021-01-11 11:37:47,317

Time-Consumption  0.357s

Testsummary:

Info Setting up communication

Info Connecting Server and Client
Client Communication instance connection status is correct (Content True and Type is <class
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <class
'bool’>).

Info Disconnecting Server and Client

Client Communication instance connection status is correct (Content False and Type is <class
'bool’>).
Server Communication instance connection status is correct (Content False and Type is <class
'bool’>).

3.4.3 Reconnect Method

Testresult

This test was passed with the state:

. See also full trace in section [A.1.2]]

Testrun:

python 2.7.18 (final)
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Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (55)

Start-Time: 2021-01-11 11:37:26,200

Finished-Time: 2021-01-11 11:37:26,903

Time-Consumption 0.702s

Testsummary:

Info Setting up communication

Info Connecting Server and Client
Client Communication instance connection status is correct (Content True and Type is <type
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <type
'bool’>).

Info Disconnecting Server and Client
Client Communication instance connection status is correct (Content False and Type is <type
'bool’>).
Server Communication instance connection status is correct (Content False and Type is <type
'bool’>).

Info Connecting Server and Client
Client Communication instance connection status is correct (Content True and Type is <type
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <type
'bool’>).

Testresult

This test was passed with the state:

. See also full trace in section [B.1.21]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest /socket_protocol /unittest/src/tests/__init__.py (55)

Start-Time: 2021-01-11 11:37:47,318

Finished-Time: 2021-01-11 11:37:48,018

Time-Consumption  0.700s

Testsummary:

Info Setting up communication

Info Connecting Server and Client
Client Communication instance connection status is correct (Content True and Type is <class
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <class
'bool’>).

Info Disconnecting Server and Client
Client Communication instance connection status is correct (Content False and Type is <class
'bool’>).
Server Communication instance connection status is correct (Content False and Type is <class
'bool’>).

Info Connecting Server and Client

Client Communication instance connection status is correct (Content True and Type is <class
'bool’>).
Server Communication instance connection status is correct (Content True and Type is <class
'bool’>).
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3.5 Depreceated struct protocol

3.56.1 A full Message Object including the defined properties and data shall be transfered.

Description

Every Communication shall transfer a complete message with its content.

Reason for the implementation

See Reasons for every single information of the Message Object.

Fitcriterion

Send two different messages and compare the received message with each sent message.

Testresult

This test was passed with the state:

. See also full trace in section [A.1.22]

Testrun: python 2.7.18 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (59)

Start-Time: 2021-01-11 11:37:26,904

Finished-Time: 2021-01-11 11:37:27,665

Time-Consumption 0.761s

Testsummary:

Info Setting up communication

Info Connecting Server and Client

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).
Received message on server side is correct (Content {'status’ 0, ’service.id'"
17, 'data’: u’'msgl_data_to_be_transfered’, 'data.id": 34} and Type is <class
'socket_protocol.data_storage'>).

Info Transfering a message server — client
Returnvalue of Server send Method is correct (Content True and Type is <type 'bool">).
Received message on client side is correct (Content {'status: 4, 'service.id"
17, 'data’: u'msg2_data_to_be_transfered’, 'data_id’: 35} and Type is <class
'socket_protocol.data_storage'>).

Testresult

This test was passed with the state:

. See also full trace in section [B.1.22]

Testrun: python 3.8.5 (final)

Caller: /user_data/data/dirk/prj/unittest/socket_protocol/unittest/src/tests/__init__.py (59)
Start-Time: 2021-01-11 11:37:48,018

Finished-Time: 2021-01-11 11:37:48,774

Time-Consumption 0.756s

Testsummary:

Info Setting up communication
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Info Connecting Server and Client

Info Transfering a message client — server
Returnvalue of Client send Method is correct (Content True and Type is <class 'bool'>).
Received message on server side is correct (Content {'data_id": 34, 'service.id’: 17, 'status’: 0,

'data’: 'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).
Info Transfering a message server — client

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).
Received message on client side is correct (Content {'data_id": 35, 'service.id": 17, 'status’: 4,

'data’: 'msg2_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage’>).
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A Trace for testrun with python 2.7.18 (final)

A.1 Tests with status Info (22)
A.1.1 Status
Description

The Status shall hold some general information (in most cases it is used by the responder). Examples: Okay, Service or
Data unknown, Operation not permitted, Authentification required, ...

Reason for the implementation
Give the possibility to transfer additional status information (e.g. to explain negative responses).

Fitcriterion

A Status is part of the Message Object and it is holding the Status information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data_id’: None}

status is part of the message object is correct ('status’ is in the list or dict).

Result (status is part of the message object): {'status': None, 'service_id': None, 'data':

— None, 'data_id': None} (<class 'socket_protocol.data_storage'>)

Expectation (status is part of the message object): 'status' in result

Info  Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id": 'DID"}

status is part of the message object is correct ('status’ is in the list or dict).

Result (status is part of the message object): {'status': 'S', 'service_id': 'SID', 'data':

< 'D', 'data_id': 'DID'} (<class 'socket_protocol.data_storage'>)

Expectation (status is part of the message object): 'status' in result

Content in message object for status is correct (Content 'S’ and Type is <type 'str'>).

Result (Content in message object for status): 'S' (<type 'str'>)

Expectation (Content in message object for status): result = 'S' (<type 'str'>)
A.1.2 Service-ID
Description

The Service-ID shall hold information about the type of the request / corresponding response. Examples: read request,
write request, read response, write response, ...
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Reason for the implementation
Give the requestor the possibility to use different types (Services) for a transfer.

Fitcriterion
A Service-ID is part of the Message Object and it is holding the Service-ID information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'status’: None, 'service_id': None, 'data’: None, 'data_id’: None}

service_id is part of the message object is correct ('service_id' is in the list or dict).

Result (service_id is part of the message object): {'status': None, 'service_id': None,

— 'data': None, 'data_id': None} (<class 'socket_protocol.data_storage'>)

Expectation (service_id is part of the message object): 'service_id' in result

Info  Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id’: 'DID’}

service_id is part of the message object is correct ('service_id' is in the list or dict).

Result (service_id is part of the message object): {'status': 'S', 'service_id': 'SID',

— 'data': 'D', 'data_id': 'DID'} (<class 'socket_protocol.data_storage'>)

Expectation (service_id is part of the message object): 'service_id' in result

Content in message object for service_id is correct (Content 'SID" and Type is <type 'str'>).

Result (Content in message object for service_id): 'SID' (<type 'str'>)

Expectation (Content in message object for service_id): result = 'SID' (<type 'str'>)

A.1.3 Data-ID

Description
The Data-ID shall hold information to differtiate the data for a specific Service.

Reason for the implementation
Give the possibility to transfer different information for each Service.

Fitcriterion
A Data-ID is part of the Message Object and it is holding the Data-ID information.
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Testresult
This test was passed with the state:

Info  Creating empty message object: {'status’: None, 'service_id’: None, 'data’: None, 'data_id’: None}

data_id is part of the message object is correct ('data_id’ is in the list or dict).

Result (data_id is part of the message object): {'status': None, 'service_id': None, 'data':

— None, 'data_id': Nonel} (<class 'socket_protocol.data_storage'>)

Expectation (data_id is part of the message object): 'data_id' in result

Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id’: 'DID'}

data_id is part of the message object is correct ('data_id’ is in the list or dict).

Result (data_id is part of the message object): {'status': 'S', 'service_id': 'SID', 'data':
< 'D', 'data_id': 'DID'} (<class 'socket_protocol.data_storage'>)

Expectation (data_id is part of the message object): 'data_id' in result

Content in message object for data_id is correct (Content 'DID" and Type is <type 'str'>).

Result (Content in message object for data_id): 'DID' (<type 'str'>)
Expectation (Content in message object for data_id): result = 'DID' (<type 'str'>)

A.1.4 Data

Description
The Data shall hold the data to be transfered. For the most requests not data is transmitted.

Reason for the implementation
Give the possibility to transfer Data.

Fitcriterion
Data is part of the Message Object and it is holding the Data information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'status’: None, 'service_id: None, 'data’: None, 'data_id": None}

data is part of the message object is correct ('data’ is in the list or dict).

Result (data is part of the message object): {'status': None, 'service_id': None, 'data':

— None, 'data_id': Nonel} (<class 'socket_protocol.data_storage'>)
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Expectation (data is part of the message object): 'data' in result

Info Creating a maximum message object: {'status’: 'S’, 'service_id": 'SID’, 'data’: 'D’, 'data_id’: 'DID'}

data is part of the message object is correct ('data’ is in the list or dict).

Result (data is part of the message object): {'status': 'S', 'service_id': 'SID', 'data':

— 'D', 'data_id': 'DID'} (<class 'socket_protocol.data_storage'>)

Expectation (data is part of the message object): 'data' in result

Content in message object for data is correct (Content ‘D’ and Type is <type 'str'>).

Result (Content in message object for data): 'D' (<type 'str'>)

Expectation (Content in message object for data): result = 'D' (<type 'str'>)

A.1.5 A full Message Object including the defined properties and data shall be transfered.

Description
Every Communication shall transfer a complete message with its content.

Reason for the implementation
See Reasons for every single information of the Message Object.

Fitcriterion
Send two different messages and compare the received message with each sent message.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist
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prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist
prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-server: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist
prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-client: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-client: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-client: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-client: Adding callback '__channel_name_response__' for SID=9 and DID=0



prot-client:
prot-client:
prot-client:

prot-client:

Adding Service
Adding Service
Adding Service

Initialisation

finished.

with Request=read data request and Response=read data response
with Request=write data request and Response=write data response

with Request=execute request and Response=execute response

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
63 65 5f
74 61 5f

—

—

comm-server:
63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

STP:
STP:

STP:
STP:

—

STP:
STP:

—

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status:

Connection established...

Cleaning up
Cleaning up
=2
64
64

TX
69
69

(64) :
22 3a
22 3a

RX
69
69

<_
64
64

(64) :
22 3a
22 3a

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

receive-buffer
receive-buffer
3a

3d
3d

3c
20
20

7b
38
30

22
2c
7d

78
20

3a
3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

data sync (3a) received => changing

received

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

okay, data:

20 22 73 65
6c 6¢c 2c 20

20 22 73 65
6¢c 6¢c 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

"None"

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—

—

63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
bf 69 64 22 3a 20 30 7d 28 3b d3 54

B



prot-server:
prot-server:
prot-server:

comm-server:
63 65 5f
74 61 5f

—

—

comm-client:
63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

comm-server: TX -> (6):

comm-client: RX <- (6):

RX <- service: channel name request, data_id: name, status: okay, data:

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=->
64
64

(64):
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

<_
64
64

3c
20
20

3c
20
20

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

Tb
39
30
Tb
39
30

changing

received

changing

received

changing

received

changing

received

22
2c
7d

22
2c
7d

"None"

to process received data

service: channel name response, data_id: name, status: okay, data: "None"

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

14 5b 30 b5c 3a 3e
14 5b 30 5¢ 3a 3e

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—

>

63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
5f 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__

to process received data

Info

Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status:

"'msgl_data_to_be_transfered'"

comm-client:
63 65 5f
74 61 5f

—

—

comm-sServer:
63 65 5f
74 61 5f

—

—

TX
69
74
RX
69
74

-> (64):
64 22 3a
6f 5f 62
<- (64):
64 22 3a
6f 5f 62

3a
3d
65
3a
3d
65

3c
20
5f
3c
20
5f

Tb
31
74
Tb
31
74

22
37
72
22
37
72

73 74 61 74 75
2c 20 22 64 61

73 74 61 74 75
2c 20 22 64 61

okay, data:

73 22 3a 3d
74 61 22 3a

73 22 3a 3d
74 61 22 3a

20 30 2c 20 22 73 65 72 76 69
3d 20 22 6d 73 67 31 5f 64 61

20 30 2c 20 22 73 65 72 76 69
3d 20 22 64 73 67 31 5f 64 61

B



STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 34 7d 7a 6¢c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
—~ bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
—~ 20 33 34 7d 7a 6¢c e4 9

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 0, u'service.id: 17, u'data”:
u'msgl_data_to_be_transfered’, u'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': 0, u'service_id': 17, u'data':

— u'msgl_data_to_be_transfered', u'data_id': 34} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on server side): result = {'status': 0, 'service_id': 17,
— 'data': 'msgl_data_to_be_transfered', 'data_id': 34} (<class

< 'socket_protocol.data_storage'>)



Unittest for socket_protocol

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
-~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

comm-client: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 35 7d 20 18 19 e8 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 35 7d 20 18 19 e8

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— "u'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method
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Unittest for socket_protocol

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type '"bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)

Received message on client side is correct (Content {u'status’: 4, u'service.id': 17, u'data”:
u'msg2_data_to_be_transfered’, u'data_id": 35} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on client side): {u'status': 4, u'service_id': 17, u'data':

— u'msg2_data_to_be_transfered', u'data_id': 35} (<class 'socket_protocol.data_storage'>)
Expectation (Received message on client side): result = {'status': 4, 'service_id': 17,

— 'data': 'msg2_data_to_be_transfered', 'data_id': 35} (<class

- 'socket_protocol.data_storage'>)
A.1.6 A checksumm shall ensure the correct transmition

Description
If the checksum does not fit to the checksum of the transferred data, the message will be ignored, because the complete

content including the Service- and Data-ID is possibly corrupted.

Reason for the implementation
Ensure correct data transfer.

Fitcriterion

Corrupted message is not in the receive buffer after transmission.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist
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prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist
prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-server: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist
prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-client: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-client: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-client: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-client: Adding callback '__channel_name_response__' for SID=9 and DID=0



prot-client:
prot-client:
prot-client:

prot-client:

Adding Service
Adding Service
Adding Service

Initialisation

finished.

with Request=read data request and Response=read data response
with Request=write data request and Response=write data response

with Request=execute request and Response=execute response

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
63 65 5f
74 61 5f

—

—

comm-server:
63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

STP:
STP:

STP:
STP:

—

STP:
STP:

—

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status:

Connection established...

Cleaning up
Cleaning up
=2
64
64

TX
69
69

(64) :
22 3a
22 3a

RX
69
69

<_
64
64

(64) :
22 3a
22 3a

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

receive-buffer
receive-buffer
3a

3d
3d

3c
20
20

7b
38
30

22
2c
7d

78
20

3a
3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

data sync (3a) received => changing

received

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

okay, data:

20 22 73 65
6c 6¢c 2c 20

20 22 73 65
6¢c 6¢c 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

"None"

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—

—

63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
bf 69 64 22 3a 20 30 7d 28 3b d3 54

B



prot-server:
prot-server:
prot-server:

comm-server:
63 65 5f
74 61 5f

—

—

comm-client:
63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

comm-server: TX -> (6):

comm-client: RX <- (6):

RX <- service: channel name request, data_id: name, status: okay, data:

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=->
64
64

(64):
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

<_
64
64

3c
20
20

3c
20
20

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

Tb
39
30
Tb
39
30

changing

received

changing

received

changing

received

changing

received

22
2c
7d

22
2c
7d

"None"

to process received data

service: channel name response, data_id: name, status: okay, data: "None"

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

14 5b 30 b5c 3a 3e
14 5b 30 5¢ 3a 3e

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—

>

63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
5f 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__

to process received data

Info

Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status:

"'msgl_data_to_be_transfered'"

comm-client:
63 65 5f
74 61 5f

—

—

comm-sServer:
63 65 5f
74 61 5f

—

—

TX
69
74
RX
69
74

-> (64):
64 22 3a
6f 5f 62
<- (64):
64 22 3a
6f 5f 62

3a
3d
65
3a
3d
65

3c
20
5f
3c
20
5f

Tb
31
74
Tb
31
74

22
37
72
22
37
72

73 74 61 74 75
2c 20 22 64 61

73 74 61 74 75
2c 20 22 64 61

okay, data:

73 22 3a 3d
74 61 22 3a

73 22 3a 3d
74 61 22 3a

20 30 2c 20 22 73 65 72 76 69
3d 20 22 6d 73 67 31 5f 64 61

20 30 2c 20 22 73 65 72 76 69
3d 20 22 64 73 67 31 5f 64 61

B



STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 34 7d 7a 6¢c e4 9c 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 34 7d 7a 6¢c e4 9c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 34 7d 7a 6¢c e4 9c

prot-server: Received message has an invalid checksum. Message will be ignored.

prot-server: TIMEQOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 34) not

— in buffer.

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Checksum Error — No message received by server is correct (Content None and Type is <type
"NoneType'>).

Result (Checksum Error -> No message received by server): None (<type 'NoneType'>)

Expectation (Checksum Error -> No message received by server): result = None (<type

< 'NoneType'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"



comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
— T4 61 5f 74 6f 5f 62 65 bf 74 72

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

comm-client: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61
— bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
—~ 20 33 35 7d 20 18 19 e8

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— "u'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not

— in buffer.

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)
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Checksum Error — No message received by client is correct (Content None and Type is <type
'NoneType'>).

Result (Checksum Error -> No message received by client): None (<type 'NoneType'>)

Expectation (Checksum Error -> No message received by client): result = None (<type

< 'NoneType'>)
A.1.7 An authentification between server and client shall be possible including status feedback methods

Description
The Client shall have a method to initiate the authentification. In case that the server and the client do have identical
secrets, the authentification shall be successfull.

Reason for the implementation
Message protection (e.g. for secure functions or data)

Fitcriterion
Check authentification method feedback (client) and authentification feedback (client and server), in case of differing

and identical secrets.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
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prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

—

response

prot-server: Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

—

prot-server: Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

—

' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_request_

prot-server:
prot-server:

prot-server:

Adding callback '__channel_name_response__' for SID=9 and DID=0
Adding Service with Request=read data request and Response=read data response

Adding Service with Request=write data request and Response=write data response

prot-server: Adding Service with Request=execute request and Response=execute response

prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

—

Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification response, data_id: key) to the

s
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

— response

prot-client:

—

prot-client:

-
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response

Adding Service with Request=execute request and Response=execute response

Initialisation finished.



Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— 774 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (6): 28 3b d3 54 3a 3e

comm-server: RX <- (6): 28 3b d3 54 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
< 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

B



comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20 22 64 61
— 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info No secret set

Info  Performing Authentification

Return Value of authentification method is correct (Content False and Type is <type 'bool">).

Result (Return Value of authentification method): False (<type 'bool'>)

Expectation (Return Value of authentification method): result = False (<type 'bool'>)

Authentification state of server is correct (Content True and Type is <type 'bool">).

Result (Authentification state of server): True (<type 'bool'>)
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Expectation (Authentification state of server): result = True (<type 'bool'>)

Authentification state of client is correct (Content True and Type is <type 'bool'>).

Result (Authentification state of client): True (<type 'bool'>)

Expectation (Authentification state of client): result = True (<type 'bool'>)

Info Different secrets set

Authentification state of server is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of server): False (<type 'bool'>)

Expectation (Authentification state of server): result = False (<type 'bool'>)

Authentification state of client is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of client): False (<type 'bool'>)

Expectation (Authentification state of client): result = False (<type 'bool'>)

Info  Performing Authentification

prot-client: TX

< "None"

comm-client: TX
-~ 63 65 5f 69
— T4 61 5f 69

comm-server: RX
-, 63 65 5f 69
< 74 61 5f 69

-> service:

->
64
64
<-
64
64

(64) :
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

authentification request, data_id: seed, status: okay, data:

3c
20
20

3c
20
20

Tb
30
30

Tb
30
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing

received => changing state STP_STATE_ESCAPE_2 ->

changing

received => changing state STP_STATE_ESCAPE_2 ->

changing

received => changing state STP_STATE_ESCAPE_2 ->

changing

received => changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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comm-client: TX -> (6): 10 4d cd 55 3a 3e
comm-server: RX <- (6): 10 4d cd 55 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 10 4d cd 55

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

— "None"
prot-server: Executing callback __authentificate_create_seed__ to process received data

prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
— "'2f0399826cda4f59ed5d5f637956a2361c3bf54060db179ae2e5099c5eb8a3ed ' "

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 32 66 30 33 39 39 38 32
—~ 36 63 64 61 34 66 35 39 65 64 35

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 32 66 30 33 39 39 38 32
—~ 36 63 64 61 34 66 35 39 65 64 35

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (64): 64 35 66 36 33 37 39 35 36 61 32 33 36 31 63 33 62 66 35 34 30 36 30
—~ 64 62 31 37 39 61 65 32 65 35 30 39 39 63 35 65 62 38 61 33 65 64 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d 61 e4

comm-client: RX <- (64): 64 35 66 36 33 37 39 35 36 61 32 33 36 31 63 33 62 66 35 34 30 36 30
—~ 64 62 31 37 39 61 65 32 65 35 30 39 39 63 35 65 62 38 61 33 65 64 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d 61 e4

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (4): cb 82 3a 3e
comm-client: RX <- (4): cb 82 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B



STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (124): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 22 32 66 30 33 39 39 38 32 36 63
— 64 61 34 66 35 39 65 64 35 64 35 66 36 33 37 39 35 36 61 32 33 36 31 63 33 62 66 35 34 30
—~ 36 30 64 62 31 37 39 61 65 32 65 35 30 39 39 63 35 65 62 38 61 33 65 64 22 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 20 30 7d 61 e4 cb 82

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
— "u'2f0399826cdadf59ed5d5£637956a2361c3bf54060db179ae2e5099c5eb8a3ed' "

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
"'cea9ab1061baeaeac83d9d18cbfdd9f5c5345678587335c6aal3f7256cc0720e2beb22780d3ed0a14da87c33
— 73e92f108£666dd599e3fb719653c0f3aa84eb104"'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 63 65 61 39 61 35 31 30
—~ 36 31 35 61 65 61 65 61 63 38 33

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 63 65 61 39 61 35 31 30
—~ 36 31 35 61 65 61 65 61 63 38 33

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (64): 64 39 64 31 38 63 62 66 64 64 39 66 35 63 35 33 34 35 36 37 38 35 38
—~ 37 33 33 35 63 36 61 61 33 66 37 32 35 36 63 63 30 37 32 30 65 32 62 65 62 32 32 37 38 30
—~ 64 33 65 64 30 61 31 34 64 61 38

comm-server: RX <- (64): 64 39 64 31 38 63 62 66 64 64 39 66 35 63 35 33 34 35 36 37 38 35 38
— 37 33 33 35 63 36 61 61 33 66 37 32 35 36 63 63 30 37 32 30 65 32 62 65 62 32 32 37 38 30
—~ 64 33 65 64 30 61 31 34 64 61 38

comm-client: TX -> (64): 37 63 33 33 37 33 65 39 32 66 31 30 38 66 36 36 36 64 64 35 39 39 65
-~ 33 66 62 37 31 39 36 35 33 63 30 66 33 61 61 38 34 65 62 31 30 34 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 97 d2

comm-server: RX <- (64): 37 63 33 33 37 33 65 39 32 66 31 30 38 66 36 36 36 64 64 35 39 39 65
—~ 33 66 62 37 31 39 36 35 33 63 30 66 33 61 61 38 34 65 62 31 30 34 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 97 d2

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (4): d9 48 3a 3e

comm-server: RX <- (4): d9 48 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (188): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 22 63 65 61 39 61 35 31 30 36 31
— 35 61 65 61 65 61 63 38 33 64 39 64 31 38 63 62 66 64 64 39 66 35 63 35 33 34 35 36 37 38
— 35 38 37 33 33 35 63 36 61 61 33 66 37 32 35 36 63 63 30 37 32 30 65 32 62 65 62 32 32 37
—~ 38 30 64 33 65 64 30 61 31 34 64 61 38 37 63 33 33 37 33 65 39 32 66 31 30 38 66 36 36 36
—~ 64 64 35 39 39 65 33 66 62 37 31 39 36 35 33 63 30 66 33 61 61 38 34 65 62 31 30 34 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a 20 31 7d 97 d2 49 48

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
— "u'cea9abl0615aeaeac83d9d18cbfdd9f5c5345678587335c6aa3f7256cc0720e2beb22780d3ed0al4da87cd
— 373e92f108£666dd599e3fb719653c0f3aa84eb104""

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

< "False"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 66 61 6¢c 73 65 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 31

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 66 61 6¢c 73 65 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 31

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (7): 7d al 48 27 7d 3a 3e
comm-client: RX <- (7): 7d al 48 27 7d 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (63): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 66 61 6¢c 73 65 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 20 31 7d al 48 27 7d

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

- "False"
prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got negative authentification feedback

Return Value of authentification method is correct (Content False and Type is <type 'bool’>).

Result (Return Value of authentification method): False (<type 'bool'>)

Expectation (Return Value of authentification method): result = False (<type 'bool'>)

Authentification state of server is correct (Content False and Type is <type 'bool>).

Result (Authentification state of server): False (<type 'bool'>)

Expectation (Authentification state of server): result = False (<type 'bool'>)

Authentification state of client is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of client): False (<type 'bool'>)

Expectation (Authentification state of client): result = False (<type 'bool'>)

Info Identical secrets set

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

llNonell

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 10 4d cd 55 3a 3e
comm-server: RX <- (6): 10 4d cd 55 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 10 4d cd 55

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

"None"
prot-server: Executing callback __authentificate_create_seed__ to process received data

prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
—  "'7267b9ff3fa80f20acdfd3ae3e9fl1a3eccdc79affad14bbbc643e4a3c2208d85""

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 37 32 36 37 62 39 66 66
—~ 33 66 61 38 30 66 32 30 61 63 64

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 37 32 36 37 62 39 66 66
—~ 33 66 61 38 30 66 32 30 61 63 64

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (64): 66 64 33 61 65 33 65 39 66 31 61 33 65 63 63 64 63 37 39 61 66 66 61
-~ 64 31 34 62 36 62 63 36 34 33 65 34 61 33 63 32 32 30 38 64 38 35 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d d5 ab
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comm-client: RX <- (64): 66 64 33 61 65 33 65 39 66 31 61 33 65 63 63 64 63 37 39 61 66 66 61
—~ 64 31 34 62 36 62 63 36 34 33 65 34 61 33 63 32 32 30 38 64 38 35 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d d5 ab

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (4): cl 98 3a 3e

comm-client: RX <- (4): cl 98 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (124): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 22 37 32 36 37 62 39 66 66 33 66
— 61 38 30 66 32 30 61 63 64 66 64 33 61 65 33 65 39 66 31 61 33 65 63 63 64 63 37 39 61 66
-~ 66 61 64 31 34 62 36 62 63 36 34 33 65 34 61 33 63 32 32 30 38 64 38 35 22 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 20 30 7d d5 a5 cl1 98

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
"u'726709f£3fa80f20acdfd3ae3e9f1a3eccdc79affad14b6bc643e4a3¢c2208d35""

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
— "'3ff50b3fadf57f4b951dbe0c97e384£d1909f9ad4dedb66ele7dB8ec3fd03eccc79dcb23a97a7clcd1c363205
— 1d23ebf6242a530fbfcf7a0£f709e48028db74d04b" "

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 33 66 66 35 30 62 33 66
—~ 61 64 66 35 37 66 34 62 39 35 31

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 33 66 66 35 30 62 33 66
— 61 64 66 35 37 66 34 62 39 35 31

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (64): 64 62 65 30 63 39 37 65 33 38 34 66 64 31 39 30 39 66 39 61 34 34 64
— 65 34 36 36 65 31 65 37 64 38 65 63 33 66 64 30 33 65 63 63 63 37 39 64 63 62 32 33 61 39
— 37 61 37 63 31 63 64 31 63 33 36
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comm-server: RX <- (64): 64 62 65 30 63 39 37 65 33 38 34 66 64 31 39 30 39 66 39 61 34 34 64
—~ 65 34 36 36 65 31 65 37 64 38 65 63 33 66 64 30 33 65 63 63 63 37 39 64 63 62 32 33 61 39
-~ 37 61 37 63 31 63 64 31 63 33 36

comm-client: TX -> (64): 33 32 30 35 31 64 32 33 65 62 66 36 32 34 32 61 35 33 30 66 62 66 63
— 66 37 61 30 66 37 30 39 65 34 38 30 32 38 64 62 37 34 64 30 34 62 22 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 3d 20 31 7d 4b £f6

comm-server: RX <- (64): 33 32 30 35 31 64 32 33 65 62 66 36 32 34 32 61 35 33 30 66 62 66 63
— 66 37 61 30 66 37 30 39 65 34 38 30 32 38 64 62 37 34 64 30 34 62 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 4b £f6

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (4): 53 f4 3a 3e
comm-server: RX <- (4): 53 f4 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (188): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 22 33 66 66 35 30 62 33 66 61 64
—~ 66 35 37 66 34 62 39 35 31 64 62 65 30 63 39 37 65 33 38 34 66 64 31 39 30 39 66 39 61 34
—~ 34 64 65 34 36 36 65 31 65 37 64 38 65 63 33 66 64 30 33 65 63 63 63 37 39 64 63 62 32 33
-~ 61 39 37 61 37 63 31 63 64 31 63 33 36 33 32 30 35 31 64 32 33 65 62 66 36 32 34 32 61 35
—~ 33 30 66 62 66 63 66 37 61 30 66 37 30 39 65 34 38 30 32 38 64 62 37 34 64 30 34 62 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a 20 31 7d 4b f6 53 f4

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
"u'3f£50b3fadf57£4b951dbe0c97e384£d1909f9a44ded66ele7d8ec3fd03eccc79dcb23a97a7c1cd1c36320

— 51d23eb£f6242a530fbfcf7a0£709e48028db74d04b " "

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

— "True"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 31 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 31 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 11 d3 26 78 3a 3e

comm-client: RX <- (6): 11 d3 26 78 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 74 72 75 65 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 31 7d 11 d3 26 78

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

— "True"
prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got positive authentification feedback

Return Value of authentification method is correct (Content True and Type is <type 'bool’>).

Result (Return Value of authentification method): True (<type 'bool'>)

Expectation (Return Value of authentification method): result = True (<type 'bool'>)

Authentification state of server is correct (Content True and Type is <type 'bool >).

Result (Authentification state of server): True (<type 'bool'>)

Expectation (Authentification state of server): result = True (<type 'bool'>)

Authentification state of client is correct (Content True and Type is <type 'bool'>).

Result (Authentification state of client): True (<type 'bool'>)

Expectation (Authentification state of client): result = True (<type 'bool'>)

Info  Corrupting the authentification mechanism

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

< "None"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
<, 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20 22 64 61
< T4 61 5f 69 64 22 3a 3d 20 30 7d
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comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
< 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
< T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 10 4d cd 55 3a 3e
comm-server: RX <- (6): 10 4d cd 55 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 10 4d cd 55

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

— "None"

prot-server: Executing callback __authentificate_create_seed__ to process received data

Return Value of authentification method is correct (Content False and Type is <type 'bool">).

Result (Return Value of authentification method): False (<type 'bool'>)

Expectation (Return Value of authentification method): result = False (<type 'bool'>)

Authentification state of server is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of server): False (<type 'bool'>)

Expectation (Authentification state of server): result = False (<type 'bool'>)

Authentification state of client is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of client): False (<type 'bool'>)

Expectation (Authentification state of client): result = False (<type 'bool'>)
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A.1.8 An automatic authentification shall available

Description

An authentification is executed by the client on every connect.

Reason for the implementation
Simplify handling for authentification.

Fitcriterion

Check authentification feedback (client and server) after connect has been triggered.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer

comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:

— authentification whitelist

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:

< authentification whitelist

authentification

authentification

authentification

authentification

request, data_id: seed) to the

response, data_id: seed) to the

request, data_id: key) to the

response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-server: Adding callback '

_authentificate_process_feedback__' for SID=1 and DID=1

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

< Tresponse

prot-server: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '

_channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0
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prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

Response=

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification request, data_id: seed) to the

authentification response, data_id: seed) to the

authentification request, data_id: key) to the

authentification response, data_id: key) to the

s
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

N
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

authentification whitelist

callback '

Adding _authentificate_create_seed__' for SID=0 and DID=0
Adding
Adding
Adding

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

callback '__authentificate_create_key__' for SID=1 and DID=0

callback '__authentificate_check_key__' for SID=0 and DID=1
callback '__authentificate_process_feedback__' for SID=1 and DID=1

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0
Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

prot-server:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer



comm-client:
- 63 65 5f
— T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

TX
69
69

RX
69
69

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

Tb
38
30

7b
38
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE
identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

STP: message
— 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
-~ 74 61 5f
comm-client:
-~ 63 65 5f
— T4 61 5f

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=2
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20
3c

20
20

7b
39
30

7b
39
30

22
2c
7d
22

2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

< STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
-~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info Identical secrets set and automatic authentification

Authentification state of server is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of server): False (<type 'bool'>)

Expectation (Authentification state of server): result = False (<type 'bool'>)

Authentification state of client is correct (Content False and Type is <type 'bool'>).

Result (Authentification state of client): False (<type 'bool'>)

Expectation (Authentification state of client): result = False (<type 'bool'>)

Info  Connecting Server and Client

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

— "None"

66 / [339



comm-client: TX
63 65 5f 69
74 61 5f 69

—

—

comm-server: RX
63 65 5f 69
74 61 5f 69

—

—

STP:
STP:

>

STP:
STP:

>

STP:
STP:

STP:
STP:

—

STP:
STP:

—

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

3a
3d
3d

3c
20
20

Tb
38
30

22
2c
7d

73
20

3a
3d
3d

3c
20
20

7b
38
30

22
2c
7d

73
20

changing

received

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP: message
63 65 5f
5f 69 64

—

-
prot-server:
prot-server:
prot-server:
comm-server:
comm-server:
prot-server:
TX

69
69

comm-client:
63 65 5f
74 61 5f

—

>

RX
69
69

comm-server:
63 65 5f
74 61 5f

—

—

STP_STATE_IDLE

->
64
64
<-
64
64

Cleaning up

Cleaning up

(64) :
22 3a
22 3a

(64):
22 3a
22 3a

RX <- service: channel name request, data_id: name, status: okay, data:

Executing callback __channel_name_request_

Connection established...

receive-buffer
receive-buffer
3a

3d
3d

3c
20
20

7b
30
30

22
2c
7d

78
20

3a
3d
3d

3c
20
20

7b
30
30

22
2c
7d

73
20

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

IIN<)I.1e n

to process received data

TX -> service: channel name response, data_id: name, status: okay, data: "None"

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 6e 75 6¢c 6¢ 2c 20 22 64 61

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

—

STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 10 4d cd 55 3a 3e
comm-server: RX <- (6): 10 4d cd 55 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

-~ 63 65 5f 69
-~ bf 69 64 22

comm-server: TX
-~ 63 65 5f 69
—~ T4 61 5f 69

prot-server: RX
— "None"

64
3a
=->
64
64

<-

22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
20 30 7d 10 4d cd 55

(64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20 22 64 61
22 3a 3d 20 30 7d

service: authentification request, data_id: seed, status: okay, data:

prot-server: Executing callback __authentificate_create_seed__ to process received data
comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69

— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
"'4718ac43392e9701389536651908e3bef259633b193ab7016b0el12d54fccbfbd ' "

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
-~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 34 37 31 38 61 63 34 33
-~ 33 39 61 65 39 37 30 31 33 38 39

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 34 37 31 38 61 63 34 33
-~ 33 39 61 65 39 37 30 31 33 38 39

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (64): 35 33 36 36 35 31 39 30 38 65 33 62 65 66 32 35 39 36 33 33 62 31 39
-~ 33 61 62 37 30 31 36 62 30 65 31 32 64 35 34 66 63 63 62 66 62 34 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d dO0 dd

comm-client: RX <- (64): 35 33 36 36 35 31 39 30 38 65 33 62 65 66 32 35 39 36 33 33 62 31 39
-~ 33 61 62 37 30 31 36 62 30 65 31 32 64 35 34 66 63 63 62 66 62 34 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 30 7d dO0 dd

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (4): 77 4c 3a 3e
comm-client: RX <- (4): 77 4c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B



STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (124): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 22 34 37 31 38 61 63 34 33 33 39
— 61 65 39 37 30 31 33 38 39 35 33 36 36 35 31 39 30 38 65 33 62 65 66 32 35 39 36 33 33 62
—~ 31 39 33 61 62 37 30 31 36 62 30 65 31 32 64 35 34 66 63 63 62 66 62 34 22 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 20 30 7d dO dd 77 4c

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
< "u'4718ac4339ae9701389536651908e3bef259633b193ab7016b0e12d54fccbfbd'"

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
"'8£9705e924e3ea7503ffbfbf0857fbeb544a7c930502e888d37cab234903b1£7c2b523d25a0033£4a953095 |
— e25923f042bc051£fc713e405£3c1a8c6218deb53ba' "

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
- 63 65 bf 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 66 39 37 30 35 65 39
—~ 32 34 65 33 65 61 37 35 30 33 66

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 66 39 37 30 35 65 39
— 32 34 65 33 65 61 37 35 30 33 66

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (64): 66 62 66 62 66 30 38 35 37 66 62 65 62 35 34 34 61 37 63 39 33 30 35
—~ 30 32 65 38 38 38 64 33 37 63 61 62 32 33 34 39 30 33 62 31 66 37 63 32 62 35 61 33 64 32
—~ 35 61 30 30 33 33 66 34 61 39 35

comm-server: RX <- (64): 66 62 66 62 66 30 38 35 37 66 62 65 62 35 34 34 61 37 63 39 33 30 35
-~ 30 32 65 38 38 38 64 33 37 63 61 62 32 33 34 39 30 33 62 31 66 37 63 32 62 35 61 33 64 32
— 35 61 30 30 33 33 66 34 61 39 35

comm-client: TX -> (64): 33 30 39 35 65 32 35 39 32 33 66 30 34 32 62 63 30 35 31 66 63 37 31
— 33 65 34 30 35 66 33 63 31 61 38 63 36 32 31 38 64 65 35 33 62 61 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 7e a7

comm-server: RX <- (64): 33 30 39 35 65 32 35 39 32 33 66 30 34 32 62 63 30 35 31 66 63 37 31
— 33 65 34 30 35 66 33 63 31 61 38 63 36 32 31 38 64 65 35 33 62 61 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 7e a7

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (4): a4 01 3a 3e

comm-server: RX <- (4): a4 01 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (188): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 22 38 66 39 37 30 35 65 39 32 34
- 65 33 65 61 37 35 30 33 66 66 62 66 62 66 30 38 35 37 66 62 65 62 35 34 34 61 37 63 39 33
— 30 35 30 32 65 38 38 38 64 33 37 63 61 62 32 33 34 39 30 33 62 31 66 37 63 32 62 35 61 33
—~ 64 32 35 61 30 30 33 33 66 34 61 39 35 33 30 39 35 65 32 35 39 32 33 66 30 34 32 62 63 30
—~ 35 31 66 63 37 31 33 65 34 30 35 66 33 63 31 61 38 63 36 32 31 38 64 65 35 33 62 61 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a 20 31 7d 7e a7 a4 01

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
— "u'8£9705e924e3ea7503ffbfbf0857fbeb544a7c930502e888d37cab234903b1£7c2b5a3d25a0033£4a95309 |
— 5e25923f042bc051fc713e405£3c1a8c6218deb53ba' "

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

< "True"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 31 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 31 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 11 d3 26 78 3a 3e
comm-client: RX <- (6): 11 d3 26 78 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 74 72 75 65 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 31 7d 11 d3 26 78

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

— "True"
prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got positive authentification feedback

Authentification state of server is correct (Content True and Type is <type 'bool">).

Result (Authentification state of server): True (<type 'bool'>)

Expectation (Authentification state of server): result = True (<type 'bool'>)

Authentification state of client is correct (Content True and Type is <type 'bool'>).

Result (Authentification state of client): True (<type 'bool'>)

Expectation (Authentification state of client): result = True (<type 'bool'>)

A.1.9 Communication (rx and tx) shall be disabled, if a secret is given but no authentification had been
successfully performed.

Description
Communication (rx and tx) shall be disabled, if a secret is given. Except of a response for registered services, saying
that a Authentification is required.

Reason for the implementation

Message protection (e.g. for secure functions or data)

Fitcriterion
RX and TX is not possible, till a successfull authentification has been performed.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response
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prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist
prot-server: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

< authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist
prot-server: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the
< authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the

< authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-client: Adding Service with Request=channel name request and Response=channel name

— response



prot-client: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding callback '

_channel _

name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service

Adding Service

Adding Service

Initialisation

with Request=read data request and Response=read data response

with Request=write data request and Response=write data response

with Request=execute request and Response=execute response

finished.

Info  Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
< 63 65 5f
<~ T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX
69
69

RX
69
69

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

b 22 73
38 2c 20
30 7d

b 22 73
38 2c 20
30 7d

74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65
22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20

74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65
22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing

received

changing

received

changing

received

changing

received

III\I()I.le n

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— 74 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data
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Info  Setting a Server secret and no Client secret

Info  Transfering a message client — server

prot-client: TX -> service: execute request, data_id: 36, status: okay, data:

— "'msg3_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 33 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 33 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
< 63 65 5f 69 64 22 3a 3d 20 33 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 33 5f 64 61
< T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 36 7d 18 82 9a 08 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 36 7d 18 82 9a 08 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 33 30 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 33 5f 64 61 74 61
—~ bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
—~ 20 33 36 7d 18 82 9a 08

prot-server: RX <- service: execute request, data_id: 36, status: okay, data:

— "u'msg3_data_to_be_transfered'"

prot-server: Authentification is required. Just sending negative response.
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prot-server: TX -> service: execute response, data_id: 36, status: authentification required,

- data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 33 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 33 31 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢ 6¢c 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 33

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 33 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 33 31 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 33

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (8): 36 7d 5e 04 41 f5 3a 3e

comm-client: RX <- (8): 36 7d 5e 04 41 f5 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (64): 7b 22 73 74 61 74 75 73 22 3a 20 33 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 33 31 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢ 6¢ 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 20 33 36 7d 5e 04 41 f£5

prot-client: RX <- service: execute response, data_id: 36, status: authentification required,
— data: "None"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
< method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 3, u'service_.id’: 31, u'data’: None,

u'data_id": 36} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': 3, u'service_id': 31, u'data': None,

— u'data_id': 36} (<class 'socket_protocol.data_storage'>)
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Expectation (Received message on server side): result = {'status': 3, 'service_id': 31,

— 'data': None, 'data_id': 36} (<class 'socket_protocol.data_storage'>)

Info  Setting no Server secret but a Client secret

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
-~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 35 7d 20 18 19 e8 3a 3e

comm-client: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61
—~ bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 35 7d 20 18 19 e8

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— "u'msg2_data_to_be_transfered'"
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prot-client: Authentification is required. Incomming message will be ignored.

prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not
— in buffer.

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)

Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on client side): None (<type 'NoneType'>)

Expectation (Received message on client side): result = None (<type 'NoneType'>)

Info Identical secrets set

Info  Transfering a message client — server

prot-client: Authentification is required. TX-Message service: 17, data_id: 34, status: okay,

— data: 'msgl_data_to_be_transfered' will be ignored.

prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 34) not
— in buffer.

Returnvalue of Client send Method is correct (Content False and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): False (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = False (<type 'bool'>)

Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on server side): None (<type 'NoneType'>)

Expectation (Received message on server side): result = None (<type 'NoneType'>)

Info  Transfering a message server — client

prot-server: Authentification is required. TX-Message service: 17, data_id: 35, status:

— service or data unknown, data: 'msg2_data_to_be_transfered' will be ignored.

prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not
— in buffer.

Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): False (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = False (<type 'bool'>)
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Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on client side): None (<type 'NoneType'>)

Expectation (Received message on client side): result = None (<type 'NoneType'>)

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

— "None"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 10 4d cd 55 3a 3e
comm-server: RX <- (6): 10 4d cd 55 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— b5f 69 64 22 3a 20 30 7d 10 4d cd 55

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

< "None"

prot-server: Executing callback __authentificate_create_seed__ to process received data
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prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
"'88adc5ab3b236ebd62d69542273a4e2b3270425bd7£b7ad83417cebefad969£0" "

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69

— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 38 61 64 63 35 61 35

— 33 62 32 33 36 65 62 64 36 32 64

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69

— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 38 61 64 63 35 61 35

— 33 62 32 33 36 65 62 64 36 32 64

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (64): 36 39 35 34 32 32 37 33 61 34 65 32 62 33 32 37 30 34 32 35 62 64 37

— 66 62 37 61 64 38 33 34 31 37 63 65 35 65 66 61 64 39 36 39 66 30 22 2c 20 22 64 61 74 61

— bf 69 64 22 3a 3d 20 30 7d 69 c4

comm-client: RX <- (64): 36 39 35 34 32 32 37 33 61 34 65 32 62 33 32 37 30 34 32 35 62 64 37

— 66 62 37 61 64 38 33 34 31 37 63 65 35 65 66 61 64 39 36 39 66 30 22 2c 20 22 64 61 74 61

— b5f 69 64 22 3a 3d 20 30 7d 69 c4

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (4): aa 71 3a 3e

comm-client: RX <- (4): aa 71 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_IDLE

STP: message identified - (124): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

— 63 65 bf 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 22 38 38 61 64 63 35 61 35 33 62

— 32 33 36 65 62 64 36 32 64 36 39 35 34 32 32 37 33 61 34 65 32 62 33 32 37 30 34 32 35 62

— 64 37 66 62 37 61 64 38 33 34 31 37 63 65 35 65 66 61 64 39 36 39 66 30 22 2c 20 22 64 61

—~ 74 61 5f 69 64 22 3a 20 30 7d 69 c4 aa 71

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:

— "u'88adcb5ab3b236ebd62d69542273a4e2b3270425bd7fb7ad83417cebefad969£0" "

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:

— "'dffbb3933e2bc0e9335becef2901cc353fcc847890dalac97e1388561bblaab0cc8a896e37b2c69461d7ad6 |

— 19a0c4939afe2f34d541ac381f5acea024091384f""
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comm-client:
- 63 65 5f
-~ 33 65 32

comm-server:
-~ 63 65 5f
— 33 65 32

STP:
STP:

TX
69
62

RX

69
62

->

63

<_

63

(64): 3a 3c
64 22 3a 3d 20

30 65

39

33

(64): 3a 3c
64 22 3a 3d 20

30 65

— STP_STATE_STORE_DATA

STP:
STP:

— STP_STATE_STORE_DATA

STP:
STP:

— STP_STATE_STORE_DATA

STP:
STP:

— STP_STATE_STORE_DATA

comm-client:
~ 64 61 31
-~ 33 37 62

comm-server:
-~ 64 61 31
- 33 37 62

comm-client:
- 31 61 63
-~ bf 69 64

comm-server:
—~ 31 61 63
— bf 69 64

TX
61
32

RX
61
32

TX
33
22

RX
33
22

->
63
63
<-
63
63
->
38
3a
<-
38
3a

(64) :
39 37
36 39

(64) :
39 37
36 39

(64):
31 66
3d 20

(64) :
31 66
3d 20

39

62
65
34

62
65
34

37
35
31

37
35
31

33

data sync (3a) received =>

store sync pattern (3a 3d)

data sync (3a) received =>

store sync pattern (3a 3d)

data sync (3a) received =>

store sync pattern (3a 3d)

65
31
36

65
31
36

61
61
7d

61
61
7d

Tb
30
33

7b
30
33

changing

received

changing

received

changing

received

63
33
31

63
33
31

64
63
5c

64
63
5c

22
2c
35

22
2c
35

65
38
64

65
38
64

36
65
84

36
65
84

73 74 61 74 75 73 22 3a
20 22 64 61 74 61 22 3a

73 74 61 74 75 73 22 3a

20 22 64 61 74 61 22 3a

66
38

66
38

31
61

31
61

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 22 64 66 66 62 62 33 39 33

3d 20 30 2c 20 22 73 65 72 76 69
3d 20 22 64 66 66 62 62 33 39 33

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

32
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35
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30

39
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39
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61
32

30
31

30
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61
34
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22
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22
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32
2c
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38
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66
20
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34
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37
38
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34
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38 39
39 36

38 39
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (4): 8d 2d 3a 3e
comm-server: RX <- (4): 8d 2d 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

30
65

30
65

34
61

34
61

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

identified - (188): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
3a 20 22 64 66 66 62 62 33 39 33 33 65
31 63 63 33 35 33 66 63 63 38 34 37 38
62 62 31 61 61 35 30 63 63 38 61 38 39
31 39 61 30 63 34 39 33 39 61 66 65 32
61 30 32 34 30 39 31 33 38 34 66 22 2c

STP: message
— 63 65 5f
-~ 32 62 63
-~ 39 30 64
— 36 65 33
-~ 66 33 34
-~ 20 22 64

69
30
61
37
64
61

64
65
31
62
35
74

22 3a
39 33
61 63
32 63
34 31
61 5f

20
33
39
36
61
69

30
35
37
39
63
64

2c
62
65
34
33
22

20
65
31
36
38
3a

22
63
33
31
31
20

64
65
38
64
66
31

61
66
38
37
35
7d

74
32
35
61
61
5¢

61
39
36
64
63
84

22
30
31
36
65
8d

2d
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Unittest for socket_protocol

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
"u'dffbb3933e2bc0e9335becef2901cc353fcc847890dalac97e1388561bblaab0cc8a896e37b2c69461d7ad |
— 619a0c4939afe2f34d541ac381f5acea024091384f"'"

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

— "True"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 31 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 31 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 11 d3 26 78 3a 3e
comm-client: RX <- (6): 11 d3 26 78 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 74 72 75 65 2c 20 22 64 61 74 61
— b5f 69 64 22 3a 20 31 7d 11 d3 26 78

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

- "True"
prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got positive authentification feedback

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"
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comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— T4 61 5f 74 6f 5f 62 65 bf 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 34 7d 7a 6¢c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 34 7d 7a 6¢c e4 9b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)
Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 0, u'serviceiid: 17, u'data”:
u'msgl_data_to_be_transfered’, u'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': 0, u'service_id': 17, u'data':

— u'msgl_data_to_be_transfered', u'data_id': 34} (<class 'socket_protocol.data_storage'>)
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Expectation (Received message on server side): result = {'status': 0, 'service_id': 17,
— 'data': 'msgl_data_to_be_transfered', 'data_id': 34} (<class

— 'socket_protocol.data_storage'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

comm-client: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 35 7d 20 18 19 e8 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 35 7d 20 18 19 e8

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— "u'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method
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Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)

Received message on client side is correct (Content {u'status’: 4, u'service.id: 17, u'data":
u'msg2_data_to_be_transfered’, u'data_id’: 35} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on client side): {u'status': 4, u'service_id': 17, u'data':
— u'msg2_data_to_be_transfered', u'data_id': 35} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on client side): result = {'status': 4, 'service_id': 17,
— 'data': 'msg2_data_to_be_transfered', 'data_id': 35} (<class

— 'socket_protocol.data_storage'>)

A.1.10 A whitelist for communication (rx and tx) shall be available to enable communication for unauthorised
counterparts

Description
It shall be possible to add a specific message, identified by Service-ID and Data-ID, to a whitelist. All messages added
to that whitelist shall be transmitted and received, if no authentification was successfull performed.

Reason for the implementation
Give the user the possibility to define messages which will not be protected behind the authentification mechanism.

Fitcriterion
Transmition and Reception will be enabled, after the message has been added to the whitelist.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

< authentification whitelist
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prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:

— authentification whitelist

authentification request, data_id: key) to the

authentification response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service:

— authentification whitelist

prot-server: Adding Message (service:

< authentification whitelist

channel name request, data_id: name) to the

channel name response, data_id: name) to the

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response

prot-server: Adding Service with Request=write data request and Response=write data response

prot-server: Adding Service with Request=execute request and Response=execute response

prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service:

< authentification whitelist

prot-client: Adding Message (service:

< authentification whitelist

prot-client: Adding Message (service:

< authentification whitelist

prot-client: Adding Message (service:

< authentification whitelist

authentification request, data_id: seed) to the

authentification response, data_id: seed) to the

authentification request, data_id: key) to the

authentification response, data_id: key) to the

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding Service with Request=channel name request and Response=channel name

— Tresponse

prot-client: Adding Message (service:

< authentification whitelist

prot-client: Adding Message (service:

— authentification whitelist

channel name request, data_id: name) to the

channel name response, data_id: name) to the



prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding
Adding
Adding
Adding
Adding

Initialisation

Service
Service

Service

finished.

callback '__channel_name_request__' for SID=8 and DID=0

callback '__channel _name_response__' for SID=9 and DID=0

with Request=read data request and Response=read data response
with Request=write data request and Response=write data response

with Request=execute request and Response=execute response

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:

comm-client:
63 65 5f
74 61 5f

—

P
comm-server:

prot-server:

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status:

Connection established...

TX -> (64):
69 64 22 3a
69 64 22 3a

Cleaning up

Cleaning up

3a 3c 7b 22 73
3d 20 38 2c 20
3d 20 30 7d

receive-buffer

receive-buffer

comm-server: RX <- (64): 3a 3c 7b 22 73
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d
STP:

STP:

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing
STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing
STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing
STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing
STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c
3d 20 6e 75

3d 20 30 2c
3d 20 6e 75

okay, data:

20 22 73 65
6c 6¢c 2c 20

20 22 73 65
6c 6¢c 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

"None"

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

>

STP_STATE_IDLE

B



STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data
prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"
comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
— 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info Identical secrets set

Info  Transfering a message client — server

prot-client: Authentification is required. TX-Message service: 17, data_id: 34, status: okay,

— data: 'msgl_data_to_be_transfered' will be ignored.

B
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prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 34) not

< in buffer.

Returnvalue of Client send Method is correct (Content False and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): False (<type 'bool'>)
Expectation (Returnvalue of Client send Method): result = False (<type 'bool'>)

Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on server side): None (<type 'NoneType'>)

Expectation (Received message on server side): result = None (<type 'NoneType'>)

Info  Transfering a message server — client

prot-server: Authentification is required. TX-Message service: 17, data_id: 35, status:

— service or data unknown, data: 'msg2_data_to_be_transfered' will be ignored.

prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not

< in buffer.

Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): False (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = False (<type 'bool'>)

Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on client side): None (<type 'NoneType'>)

Expectation (Received message on client side): result = None (<type 'NoneType'>)

Inffo  Added msgl to client whitelist (sid=17, did=34)

prot-client: Adding Message (service: 17, data_id: 34) to the authentification whitelist

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— 74 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20

< 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20

< 33 34 7d 7a 6¢c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—~ 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a

< 20 33 34 7d 7a 6¢c e4 9b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Authentification is required. Incomming message will be ignored.

prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 34) not

< in buffer.

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on server side): None (<type 'NoneType'>)

Expectation (Received message on server side): result = None (<type 'NoneType'>)

Info  Transfering a message server — client

prot-server: Authentification is required. TX-Message service: 17, data_id: 35, status:

— service or data unknown, data: 'msg2_data_to_be_transfered' will be ignored.

prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not

— in buffer.

B
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Returnvalue of Server send Method is correct (Content False and Type is <type 'bool’>).

Result (Returnvalue of Server send Method): False (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = False (<type '"bool'>)

Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on client side): None (<type 'NoneType'>)

Expectation (Received message on client side): result = None (<type 'NoneType'>)

Inffo  Added msgl to server whitelist (sid=17, did=34)

prot-server: Adding Message (service: 17, data_id: 34) to the authentification whitelist

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 34 7d 7a 6¢c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
—~ bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
—~ 20 33 34 7d 7a 6¢c e4 9

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 0, u'serviceiid: 17, u'data”:
u'msgl_data_to_be_transfered’, u'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': 0, u'service_id': 17, u'data':

— u'msgl_data_to_be_transfered', u'data_id': 34} (<class 'socket_protocol.data_storage'>)
Expectation (Received message on server side): result = {'status': 0, 'service_id': 17,
— 'data': 'msgl_data_to_be_transfered', 'data_id': 34} (<class

< 'socket_protocol.data_storage'>)

Info  Transfering a message server — client

prot-server: Authentification is required. TX-Message service: 17, data_id: 35, status:

— service or data unknown, data: 'msg2_data_to_be_transfered' will be ignored.

prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not

— in buffer.

Returnvalue of Server send Method is correct (Content False and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): False (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = False (<type 'bool'>)

Received message on client side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on client side): None (<type 'NoneType'>)

Expectation (Received message on client side): result = None (<type 'NoneType'>)

Info  Added msg2 to client and server whitelist (sid=17, did=35)

prot-client: Adding Message (service: 17, data_id: 35) to the authentification whitelist

93 /339



Unittest for socket_protocol

prot-server: Adding Message (service: 17, data_id: 35) to the authentification whitelist

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
< 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
< T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 34 7d 7a 6c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 34 7d 7a 6¢c e4 9b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive
— method
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Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 0, u'service.id: 17, u'data”
u'msgl_data_to_be_transfered’, u'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': O, u'service_id': 17, u'data':

— u'msgl_data_to_be_transfered', u'data_id': 34} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on server side): result = {'status': 0, 'service_id': 17,
— 'data': 'msgl_data_to_be_transfered', 'data_id': 34} (<class

- 'socket_protocol.data_storage'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
-~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 32 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 35 7d 20 18 19 e8 3a 3e

comm-client: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
— 33 35 7d 20 18 19 e8 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61
— bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 35 7d 20 18 19 e8

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— '"u'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)

Received message on client side is correct (Content {u'status’: 4, u'service.id: 17, u'data”:
u'msg2_data_to_be_transfered’, u'data_id": 35} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on client side): {u'status': 4, u'service_id': 17, u'data':

— u'msg2_data_to_be_transfered', u'data_id': 35} (<class 'socket_protocol.data_storage'>)
Expectation (Received message on client side): result = {'status': 4, 'service_id': 17,

— 'data': 'msg2_data_to_be_transfered', 'data_id': 35} (<class

- 'socket_protocol.data_storage'>)
A.1.11 Define a channel name for the server and client after connection is established

Description
After the connection is established, the client will initiate the channel name exchange. The channel name defined on
the client side will be dominant.

Reason for the implementation
Structured logging by creating logger childs for each channel.

Fitcriterion

Perform a channel name exchange with no channel name definition, differing channel name definition and identical
channel name definition. In all cases, the channel name of the client will be used. Perform two channel name exchanges
with only one channel name definition. This definition will be used.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
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comm-server:
comm-server:
prot-server:

prot-server:

—

prot-server: Adding Message (service:

authentification whitelist

>

prot-server: Adding Message (service:

authentification whitelist

—

prot-server: Adding Message (service:

authentification whitelist

>

prot-server: Adding Message (service:

authentification whitelist

Response=authentification response

Cleaning up receive-buffer
Waiting for incomming connection

Cleaning up receive-buffer

authentification

authentification

authentification

authentification

Adding Service with Request=authentification request and

request, data_id: seed) to the

response, data_id: seed) to the
request, data_id: key) to the

response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server:

prot-server:

—

response
prot-server:

>

prot-server:

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

Response=

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

_channel_name_request__' for SID=8 and DID=0

Adding callback '
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

authentification

prot-client: Adding Message (service:

authentification whitelist

>

—

request, data_id: seed) to the

prot-client: Adding Message (service: authentification response, data_id: seed) to the
authentification whitelist
prot-client: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

>

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding callback

authentification

response, data_id: key) to the

_authentificate_create_seed__' for SID=0 and DID=0

prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0



prot-client:
prot-client:
prot-client:

prot-client:

s

response

Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

prot-client: Adding Message (service: channel name request, data_id: name) to the

—

authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

N
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding
Adding
Adding
Adding
Adding

authentification whitelist

Initialisation finished.

callback '__channel_name_request__' for SID=8 and DID=0

callback '__channel_name_response__' for SID=9 and DID=0

Service with Request=read data request and Response=read data response
Service with Request=write data request and Response=write data response

Service with Request=execute request and Response=execute response

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
63 65 5f
74 61 5f

<
—
comm-server:

63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status:

Connection established...

Cleaning up
Cleaning up
TX

69
69

=>
64
64

(64):
22 3a
22 3a

RX
69
69

<_
64
64

(64) :
22 3a
22 3a

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

receive-buffer
receive-buffer
3a

3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

3a
3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

okay, data:

20 22 73 65
6¢c 6¢c 2c 20

20 22 73 65
6¢c 6¢c 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

IlNone n

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5¢c 3a 3e
comm-client: RX <- (6): 14 5b 30 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

B
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prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Setting no Channel name for server and client

Channel name of server is correct (Content None and Type is <type 'NoneType'>).

Result (Channel name of server): None (<type 'NoneType'>)

Expectation (Channel name of server): result = None (<type 'NoneType'>)

Channel name of client is correct (Content None and Type is <type 'NoneType'>).

Result (Channel name of client): None (<type 'NoneType'>)

Expectation (Channel name of client): result = None (<type 'NoneType'>)

Info  Setting different Channel names for client and Server

Info  Connecting Server and Client

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data:

"'client'"
comm-server: Connection established...
comm-server: Cleaning up receive-buffer
prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 22 63 6¢c 69 65 6e 74 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 22 63 6¢c 69 65 6e 74 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
comm-client: TX -> (10): 3d 20 30 7d 93 56 e3 b4 3a 3e
comm-server: RX <- (10): 3d 20 30 7d 93 56 e3 b4 3a 3e

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (66): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 22 63 6¢c 69 65 6e 74 22 2c 20 22
—~ 64 61 74 61 5f 69 64 22 3a 20 30 7d 93 56 e3 b4

prot-server: RX <- service: channel name request, data_id: name, status: okay, data:

"u'client'"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: overwriting user defined channel name from 'server' to u'client'
prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA



Unittest for socket_protocol

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Channel name of server is correct (Content 'client’ and Type is <type 'str'>).

Result (Channel name of server): 'client' (<type 'str'>)

Expectation (Channel name of server): result = 'client' (<type 'str'>)

Channel name of client is correct (Content 'client’ and Type is <type 'str'>).

Result (Channel name of client): 'client' (<type 'str'>)

Expectation (Channel name of client): result = 'client' (<type 'str'>)

Info  Setting identical Channel names for client and server

Info  Connecting Server and Client

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data:

— "'unittest'"

comm-server: Connection established...
comm-server: Cleaning up receive-buffer
prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 22 75 6e 69 74 74 65 73 74
— 22 2c 20 22 64 61 74 61 5f 69 64

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
<. 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 22 75 6e 69 74 74 65 73 74
< 22 2c 20 22 64 61 74 61 5f 69 64

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1
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STP:

—

STP:
STP:

>

STP:
STP:

—

STP:
STP:

—

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (12): 22 3a 3d 20 30 7d b0 bd 92 06 3a 3e
comm-server: RX <- (12): 22 3a 3d 20 30 7d b0 bd 92 06 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
STP_STATE_STORE_DATA

—

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
STP_STATE_IDLE

>

STP: message identified - (68): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 22 75 6e 69 74 74 65 73 74 22 2c
20 22 64 61 74 61 5f 69 64 22 3a 20 30 7d bO bd 92 06

—

—

prot-server: RX <- service: channel name request, data_id: name, status: okay, data:

—

prot-server:

"u'unittest'"

prot-server: TX

comm-server: TX

—

—

63 65 5f 69
74 61 5f 69

comm-client: RX

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

STP:

63 65 5f 69
74 61 5f 69

=->
=2
64
64
<_
64
64

Executing callback __channel_name_request_

to process received data

service: channel name response, data_id: name, status: okay, data: "None"

(64):
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

7b
39
30

Tb
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Channel name of server is correct (Content 'unittest’ and Type is <type 'str'>).

Result (Channel name of server): 'unittest' (<type 'str'>)

Expectation (Channel name of server): result = 'unittest' (<type 'str'>)

Channel name of client is correct (Content 'unittest’ and Type is <type 'str'>).

Result (Channel name of client): 'unittest' (<type 'str'>)

Expectation (Channel name of client): result = 'unittest' (<type 'str'>)

Info  Setting Channel name for client only

Info  Connecting Server and Client

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data:

ni Client "
comm-server: Connection established...
comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer
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comm-client: TX
-~ 63 65 5f 69
- 20 22 64 61

comm-server: RX
— 63 65 bf 69
- 20 22 64 61

->
64
74
<-
64
74

(64): 3a 3c
22 3a 3d 20

61 5f

69

64

(64): 3a 3c
22 3a 3d 20

61 5f

69

64

Tb
38
22

7b
38
22

22
2c
3a

22
2c
3a

73 74 61 74 75 73 22 3a 3d 20 30 2c
20 22 64 61 74 61 22 3a 3d 20 22 63

73 74 61 74 75 73 22 3a 3d 20 30 2c
20 22 64 61 74 61 22 3a 3d 20 22 63

20 22 73 65 72 76 69
6c 69 65 6e 74 22 2c

20 22 73 65 72 76 69
6c 69 65 6e 74 22 2c

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

received

changing

received

changing

received

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

comm-client: TX -> (10): 3d 20 30 7d 93 56 e3 b4 3a 3e

comm-server: RX <- (10): 3d 20 30 7d 93 56 e3 b4 3a 3e

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (66): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 22 63 6¢c 69 65 6e 74 22 2c 20 22
—~ 64 61 74 61 5f 69 64 22 3a 20 30 7d 93 56 e3 b4

prot-server: RX <- service: channel name request, data_id: name, status: okay, data:

- "u'client'"

prot-server: Executing callback __channel_name_request_

prot-server: channel name is now

prot-server: TX

comm-server: TX
— 63 65 5f 69
— T4 61 5f 69

comm-client: RX
— 63 65 5f 69
— T4 61 5f 69

=>
->
64
64
<-
64
64

service:

(64) :
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

channel name response, data_id: name, status:

3c
20
20

3c
20
20

7b
39
30

b
39
30

22
2c
7d

22
2c
7d

'client’

73 74 61 74 75 73 22 3a 3d 20 30 2c
20 22 64 61 74 61 22 3a 3d 20 6e 75

73 74 61 74 75 73 22 3a 3d 20 30 2c
20 22 64 61 74 61 22 3a 3d 20 6e 75

to process received data

okay, data: "None"

20 22 73 65 72 76 69
6c 6¢c 2c 20 22 64 61

20 22 73 65 72 76 69
6c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e
comm-client: RX <- (6): 14 5b 30 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
< 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢ 6¢ 2c 20 22 64 61 74 61
< bf 69 64 22 3a 20 30 7d 14 5b 30 5c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Channel name of server is correct (Content 'client’ and Type is <type 'str'>).

Result (Channel name of server): 'client' (<type 'str'>)

Expectation (Channel name of server): result = 'client' (<type 'str'>)

Channel name of client is correct (Content 'client’ and Type is <type 'str'>).

Result (Channel name of client): 'client' (<type 'str'>)

Expectation (Channel name of client): result = 'client' (<type 'str'>)

Info  Setting Channel name for server only

Info  Connecting Server and Client

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-client: Connection established...

comm-client: Cleaning up receive-buffer
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prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (6): 28 3b d3 54 3a 3e

comm-server: RX <- (6): 28 3b d3 54 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data:
"'server'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 22 73 65 72 76 65 72 22 2c
—~ 20 22 64 61 74 61 5f 69 64 22 3a

(64): 3a 3c 7Tb 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 22 73 65 72 76 65 72 22 2c
-~ 20 22 64 61 74 61 5f 69 64 22 3a

comm-client: RX <

B
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STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
comm-server: TX -> (10): 3d 20 30 7d 9c 48 3b b3 3a 3e

comm-client: RX <- (10): 3d 20 30 7d 9c 48 3b b3 3a 3e

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (66): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 22 73 65 72 76 65 72 22 2c 20 22
—~ 64 61 74 61 5f 69 64 22 3a 20 30 7d 9¢c 48 3b b3

prot-client: RX <- service: channel name response, data_id: name, status: okay, data:

— "u'server'"

prot-client: Executing callback __channel_name_response__ to process received data

prot-client: channel name is now 'server'

Channel name of server is correct (Content 'server’ and Type is <type 'str'>).

Result (Channel name of server): 'server' (<type 'str'>)

Expectation (Channel name of server): result = 'server' (<type 'str'>)

Channel name of client is correct (Content 'server’ and Type is <type 'str'>).

Result (Channel name of client): 'server' (<type 'str'>)

Expectation (Channel name of client): result = 'server' (<type 'str'>)

A.1.12 The User shall be able to define a new service

Description
The service is defined by a Request Service-ID and a Response Service-1D.
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Reason for the implementation

Definition of Request and Response SIDs.

Fitcriterion

Define a service and check, that the server will respond on the new Service-ID. The Status shall be "Request has no

callback. Data buffered.”, because no callback is registered for that request.

Testresult

This test was passed with the state:

Info

Setting up communication

comm-client:
comm-server:
comm-server:
prot-server:

prot-server:

—

Response=

Cleaning up receive-buffer
Cleaning up receive-buffer
Waiting for incomming connection
Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

—

prot-server: Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

>

prot-server: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-server: Adding Message (service: authentification response, data_id: key) to the

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

—

response
prot-server:

—

prot-server:

o
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

Adding
Adding
Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

callback '__authentificate_create_key__' for SID=1 and DID=0

callback '__authentificate_check_key__' for SID=0 and DID=1

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

_channel_name_request__' for SID=8 and DID=0

Adding callback '
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.
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prot-client:
prot-client:

—

—

Cleaning up receive-buffer

Adding Service with Request=authentification request and

Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the
authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the
authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the
authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

prot-server:

comm-client:
—~ 63 65 5f
— T4 61 5f
comm-server:
- 63 65 5f
— 74 61 5f

Connection established...
Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

B



STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
— 63 65 5f
-~ bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
-~ 63 65 5f
-~ T4 61 5f
comm-client:

—~ 63 65 5f
-~ T4 61 5f

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

=->
=2
64
64
<_
64
64

service:

(64) :
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

7b
39
30

Tb
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2



STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5¢c 3a 3e
comm-client: RX <- (6): 14 5b 30 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Transfering a message client — server — client

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

"'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
—~ 74 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 34 7d 7a 6c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 34 7d 7a 6¢c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 34 7d 7a 6¢c e4 9b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:
— "u'msgl_data_to_be_transfered'"
prot-server: Message data is stored in buffer and is now ready to be retrieved by receive

— method
prot-client: TIMEOUT (0.28705533596837945s): Requested data (service_id: 18; data_id: 34) not

< in buffer.

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content None and Type is <type 'NoneType'>).

Result (Received message on server side): None (<type 'NoneType'>)

Expectation (Received message on server side): result = None (<type 'NoneType'>)

Info  Adding service to server instance for the transmit message

prot-server: Adding Service with Request=17 and Response=18

Info  Transfering a message client — server — client

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
-~ T4 61 5f 74 6f 5f 62 65 5f 74 72

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 64 61 74 61 22 3a 3d 20 22 6d 73 67 31 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
< 33 34 7d 7a 6¢c e4 9b 3a 3e

comm-server: RX <- (32): 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a 3d 20
—~ 33 34 7d 7a 6c e4 9b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 64 61 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61
— bf 74 6f bf 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 2c 20 22 64 61 74 61 5f 69 64 22 3a
— 20 33 34 7d 7a 6¢c e4 9b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"
prot-server: Incomming message with no registered callback. Sending negative response.

prot-server: TX -> service: 18, data_id: 34, status: no callback for service, data buffered,

< data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 31 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 3d 20 31 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 33

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 31 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64
—~ 61 74 61 5f 69 64 22 3a 3d 20 33

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (8): 34 7d e8 ee d8 5c 3a 3e
comm-client: RX <- (8): 34 7d e8 ee d8 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (64): 7b 22 73 74 61 74 75 73 22 3a 20 31 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 20 31 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 20 33 34 7d e8 ee d8 b¢c

prot-client: RX <- service: 18, data_id: 34, status: no callback for service, data buffered,

- data: "None"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {u'status’: 1, u'service.id: 18, u’'data’: None,
u'data_id: 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {u'status': 1, u'service_id': 18, u'data': None,

— u'data_id': 34} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on server side): result = {'status': 1, 'service_id': 18,
— 'data': None, 'data_id': 34} (<class 'socket_protocol.data_storage'>)

A.1.13 Registration of already registered request Service-ID or response Service-ID shall not be possible

Description
An exception shall be raised, if a service registration with an existing request SID or response SID is performed.

Reason for the implementation
Changing existing services will create strange situations with already registered callbacks.

Fitcriterion
Catch exception for registration of existing request and response SID.

115 /1339



Testresult

This test was passed with the state:

Info

Setting up communication

comm-client:
comm-server:
comm-server:
prot-server:

prot-server:

—

Response=

Cleaning up receive-buffer

Cleaning up receive-buffer
Waiting for incomming connection
Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-server: Adding Message (service:

authentification whitelist

>

—

authentification

request, data_id: seed) to the

prot-server: Adding Message (service: authentification response, data_id: seed) to the
authentification whitelist
prot-server: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-server: Adding Message (service:
authentification whitelist

—

authentification

response, data_id: key) to the

prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

—

response
prot-server:

>

prot-server:

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

prot-client:

—

prot-client:

—

Response=

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist



prot-client:

—

prot-client:

N
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

Adding callback '__authentificate_create_key__' for SID=1 and DID=0

Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response

Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:

prot-client:

Connection established...
Cleaning up receive-buffer

Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

—

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
STP_STATE_STORE_DATA

>



STP:
STP:

—

STP:
STP:

—

STP:
STP:

>

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
STP_STATE_IDLE

—

STP:

—

—

message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
5f 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request_

prot-server: TX

comm-server: TX

—

—

63 65 5f 69
74 61 5f 69

comm-client: RX

—

—

STP:
STP:

—

STP:
STP:

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

63 65 5f 69
74 61 5f 69

->
=->
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

Tb
39
30

b
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

comm-server: TX -> (6):

comm-client: RX <- (6):

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

14 5b 30 5c 3a 3e
14 5b 30 5¢ 3a 3e
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

to process received data

prot-client: Executing callback __channel_name_response_

Info  Adding a service with an already registered request SID

prot-server: Service with Request-SID=10 and Response-SID=18 not added, because request SID

— 1s already registered

Expected Exception RequestSidExistsError was triggered

Info  Adding a service with an already registered response SID

prot-server: Service with Request-SID=17 and Response-SID=11 not added, because response SID

— 1s already registered

Expected Exception ResponseSidExistsError was triggered

A.1.14 It shall be possible to register a callback for a specific Service- and Data-ID

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist
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prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

s

response

prot-server:

>

prot-server:

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

Response=

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

Adding
Adding
Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

callback '__authentificate_create_key__' for SID=1 and DID=0
callback '__authentificate_check_key__' for SID=0 and DID=1

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-client: Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding Service with Request=channel name request and Response=channel name

—

response

prot-client: Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

—

prot-client: Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

—

prot-client: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-client: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-client:

prot-client:

Adding Service with Request=read data request and Response=read data response

Adding Service with Request=write data request and Response=write data response

B



prot-client: Adding Service with Request=execute request and Response=execute response

prot-client: Initialisation finished.

Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data
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prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Registering a correct working Callback

prot-server: Adding callback '__callback__' for SID=10 and DID=0

Info  Transfering data

prot-client: TX -> service: read data request, data_id: O, status: okay, data: "31"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d e6
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comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d e6

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (5):

comm-server: RX <- (5):

17 fc 16 3a 3e
17 fc 16 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
— 69 64 22 3a 20 30 7d e6 17 fc 16

prot-server: RX <- service: read data request, data_id: O, status: okay, data: "31"

prot-server: Executing callback __callback__ to process received data

prot-server: TX

comm-server: TX
-~ 63 65 5f 69
— 61 5f 69 64

comm-client: RX
- 63 65 5f 69
<~ 61 5f 69 64

=->
=2
64
22
<_
64
22

service:

(64): 3a
22 3a 3d
3a 3d 20

(64): 3a
22 3a 3d
3a 3d 20

read data response, data_id: O, status: okay, data: "33"

3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
30 7d 60

3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
30 7d 60

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (5): 02 24 68 3a 3e
comm-client: RX <- (5): 02 24 68 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 33 2c 20 22 64 61 74 61 5f
— 69 64 22 3a 20 30 7d 60 02 24 68

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "33"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id': 10, u'data’: 31, u'data.id":
0} and Type is <class 'socket_protocol.data_storage’>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,
— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u’service_id": 11, u'data’: 33, u'data_id": 0}
and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 0, u'service_id': 11, u'data': 33,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message received by client): result = {'status': 0, 'service_id': 11, 'data':
— 33, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Info Overwriting existing Callback using one with faulty (too many) return values

prot-server: Overwriting existing callback '__callback__' for service_id (10) and data_id (0)

< to '__callback_error__"'!

Info  Transfering data

prot-client: TX -> service: read data request, data_id: O, status: okay, data: "31"
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comm-client:
- 63 65 5f
- 61 5f 69

comm-server:
—~ 63 65 5f
— 61 5f 69

TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
64 22 3a 3d 20 30 7d e6

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
64 22 3a 3d 20 30 7d e6

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client:

comm—-server:

TX -> (5): 17 fc 16 3a 3e
RX <- (5): 17 fc 16 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
— 63 65 5f
-~ 69 64 22

prot-server:
prot-server:
prot-server:
— and it's
prot-server:
— "None"

comm-server:
— 63 65 5f
-~ 61 74 61

comm-client:
— 63 65 5f
— 61 74 61

identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
3a 20 30 7d e6 17 fc 16

RX <- service: read data request, data_id: O, status: okay, data: "31"

Executing callback __callback_error__ to process received data

Exception raised. Check callback __callback_error__:

"too many values to unpack"

return values for service: read data request, data_id: O

TX -> service: read data response, data_id: O, status: callback error, data:

TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 32 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64
5f 69 64 22 3a 3d 20 30

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 32 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64
5f 69 64 22 3a 3d 20 30

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (7): 7d 3f 8f 7d 86 3a 3e

comm-client: RX <- (7): 7d 3f 8f 7d 86 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (63): 7b 22 73 74 61 74 75 73 22 3a 20 32 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 20 30 7d 3f 8f 7d 86

prot-client: RX <- service: read data response, data_id: O, status: callback error, data:

— "None"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id': 10, u'data’: 31, u'data.id":

0} and Type is <class 'socket_protocol.data_storage’>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 2, u'service_id': 11, u'data’: None, u'data_id’:

0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 2, u'service_id': 11, u'data': None,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)
Expectation (Message received by client): result = {'status': 2, 'service_id': 11, 'data':

— None, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Info  Removing the registered Callback

prot-server: Deleting existing callback '__callback_error__' for service_id (10) and data_id
- (0!
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Info

Transfering data

prot-client: TX

comm-client: TX
63 65 5f 69
61 5f 69 64

>

—

comm-server: RX
63 65 5f 69
61 5f 69 64

—

—

STP:
STP:

>

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

comm-client: TX -> (5):

comm-server: RX <- (5):

->
->
64
22
<-
64
22

service:
(64) :
22 3a
3a 3d

(64):
22 3a
3a 3d

3a
3d
20

3a
3d
20

read data request, data_id: O, status: okay, data:

3c
20
30

3c
20
30

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

7b
31
7d

7b
31
7d

changing

received

changing

received

changing

received

changing

received

22
30
eb

22
30
eb6

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

17 fc 16 3a 3e
17 fc 16 3a 3e

ll31ll

73 65 72 76 69
20 22 64 61 74

73 65 72 76 69
20 22 64 61 74

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP: message
63 65 5f
69 64 22

—

.
prot-server:
prot-server:

prot-server:

—

comm-server: TX
— 63 65 5f 69
61 74 61 5f

>

comm-client: RX
63 65 5f 69
61 74 61 5f

—

—

STP_STATE_IDLE

identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
3a 20 30 7d e6 17 fc 16

->
64
69
<-
64
69

data:

(64) :
22 3a
64 22

(64):
22 3a
64 22

3a
3d
3a

3a
3d
3a

n None n

3c
20
3d

3c
20
3d

7b
31
20

Tb
31
20

22
31
30

22
31
30

73 74 61 74 75 73 22 3a 3d 20 31 2c
2c 20 22 64 61 74 61 22 3a 3d 20 6e

20 22
75 6c¢

73 74 61 74 75 73 22 3a 3d 20 31 2c
2c 20 22 64 61 74 61 22 3a 3d 20 6e

20 22
75 6¢

RX <- service: read data request, data_id: O, status: okay, data: "31"
Incomming message with no registered callback. Sending negative response.

TX -> service: read data response, data_id: O, status: no callback for service,
data buffered,

73 65 72 76 69
6c 2c 20 22 64

73 65 72 76 69
6c 2c 20 22 64

B



Unittest for socket_protocol

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (7): 7d 79 5d 48 e2 3a 3e

comm-client: RX <- (7): 7d 79 5d 48 e2 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (63): 7b 22 73 74 61 74 75 73 22 3a 20 31 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 20 30 7d 79 5d 48 e2

prot-client: RX <- service: read data response, data_id: O, status: no callback for service,
< data buffered, data: "None"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Message stored inside callback is correct (Content None and Type is <type 'NoneType'>).

Result (Message stored inside callback): None (<type 'NoneType'>)

Expectation (Message stored inside callback): result = None (<type 'NoneType'>)

Message received by client is correct (Content {u'status’: 1, u'service_id': 11, u'data’: None, u'data_id’:

0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 1, u'service_id': 11, u'data': None,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message received by client): result = {'status': 1, 'service_id': 11, 'data':

— None, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

128 /339



A.1.15 It shall be possible to register a callback for a specific Service-ID and all Data-IDs

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist



prot-client:

s

prot-client:

—

prot-client:

=
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-Server:

prot-server:

comm-client:
— 63 65 5f
-~ T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

Connection established...
Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX —> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

—

STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B



STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
-~ 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
— 74 61 5f
comm-client:

-~ 63 65 5f
— T4 61 5f

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=->
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

Tb
39
30

7b
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->



comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Registering a correct working Callback

prot-server: Adding callback '__callback__' for SID=10 and DID=None

Info  Transfering data

prot-client: TX -> service: read data request, data_id: O, status: okay, data: "31"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d e6

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d e6

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (5): 17 fc 16 3a 3e
comm-server: RX <- (5): 17 fc 16 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

B



STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d e6 17 fc 16

prot-server: RX <- service: read data request, data_id: O, status: okay, data: "31"
prot-server: Executing callback __callback__ to process received data
prot-server: TX -> service: read data response, data_id: O, status: okay, data: "33"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d 60

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 3d 20 30 7d 60

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_ 2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (5): 02 24 68 3a 3e

comm-client: RX <- (5): 02 24 68 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 33 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d 60 02 24 68

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "33"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

< method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id': 10, u'data’: 31, u'data.id":
0} and Type is <class 'socket_protocol.data_storage’>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)



Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 33, u'data.id”: 0}
and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': O, u'service_id': 11, u'data': 33,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message received by client): result = {'status': O, 'service_id': 11, 'data':
— 33, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

A.1.16 It shall be possible to register a callback for a specific Data-1Ds and all Service-1Ds

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer

comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-server: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0



prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

Response=

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification request, data_id: seed) to the

authentification response, data_id: seed) to the

authentification request, data_id: key) to the

authentification response, data_id: key) to the

s
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

N
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

authentification whitelist

callback '

Adding _authentificate_create_seed__' for SID=0 and DID=0
Adding
Adding
Adding

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

callback '__authentificate_create_key__' for SID=1 and DID=0

callback '__authentificate_check_key__' for SID=0 and DID=1
callback '__authentificate_process_feedback__' for SID=1 and DID=1

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0
Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

prot-server:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer



comm-client:
- 63 65 5f
— T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

TX
69
69

RX
69
69

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

Tb
38
30

7b
38
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE
identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

STP: message
— 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
-~ 74 61 5f
comm-client:
-~ 63 65 5f
— T4 61 5f

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=2
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20
3c

20
20

7b
39
30

7b
39
30

22
2c
7d
22

2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

to process received data

prot-client: Executing callback __channel_name_response_

Info  Registering a correct working Callback

prot-server: Adding callback '__callback__' for SID=None and DID=0

Info  Transfering data

prot-client: TX -> service: read data request, data_id: O, status: okay, data: "31"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d e6

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d e6

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2



STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (5): 17 fc 16 3a 3e
comm-server: RX <- (5): 17 fc 16 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d e6 17 fc 16

prot-server: RX <- service: read data request, data_id: O, status: okay, data: "31"
prot-server: Executing callback __callback__ to process received data
prot-server: TX -> service: read data response, data_id: O, status: okay, data: "33"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d 60

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d 60

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (5): 02 24 68 3a 3e
comm-client: RX <- (5): 02 24 68 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

B



Unittest for socket_protocol

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 33 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d 60 02 24 68

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "33"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

- method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id: 10, u'data’: 31, u'data_id":
0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data”: 33, u'dataid": 0}
and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 0, u'service_id': 11, u'data': 33,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message received by client): result = {'status': 0, 'service_id': 11, 'data':

— 33, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

A.1.17 It shall be possible to register a callback for all incomming messages

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
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prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

—

response
prot-server:

—

prot-server:

-
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:
prot-client:

—

prot-client:

—

prot-client:

—

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

-
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Response=

Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1
Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

' for SID=8 and DID=0
' for SID=9 and DID=0

Adding callback '__channel_name_request_

Adding callback '__channel_name_response_

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response

Adding Service with Request=execute request and Response=execute response

B



prot-client: Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

comm-client:
63 65 5f
74 61 5f

>

<
prot-server:

comm-server:
63 65 5f
74 61 5f

—

>

STP:
STP:

—

STP:
STP:

STP:
STP:

STP:
STP:

—

STP:
STP:

—

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data:

Connection established...

Cleaning up
TX —> (64):
69 64 22 3a
69 64 22 3a

Cleaning up
RX <- (64):

69 64 22 3a
69 64 22 3a

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

receive-buffer

3a 3c 7b 22 73
3d 20 38 2c 20
3d 20 30 7d

receive-buffer

3a 3c 7b 22 73
3d 20 38 2c 20
3d 20 30 7d

changing

received

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65
3d 20 6e 75 6¢ 6C 2c 20

74 61 74 75 73 22 3a
22 64 61 74 61 22 3a

3d 20 30 2c 20 22 73 65
3d 20 6e 75 6¢ 6¢ 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

IlNone n

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP: message
63 65 5f
5f 69 64

—

=
prot-server:
prot-server:

prot-server:

STP_STATE_IDLE

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61

22 3a 20 30

7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data:

Executing callback __channel_name_request_

to process received data

IlNOne n

TX -> service: channel name response, data_id: name, status: okay, data: "None"

B



comm-server: TX
-~ 63 65 5f 69
- T4 61 5f 69

comm-client: RX
— 63 65 bf 69
< T4 61 5f 69

->
64
64
<-
64
64

(64): 3a
22 3a 3d
22 3a 3d

(64): 3a
22 3a 3d
22 3a 3d

3c
20
20

3c
20
20

Tb
39
30

7b
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

comm-server: TX -> (6):

comm-client: RX <- (6):

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

14 5b 30 5c 3a 3e
14 5b 30 5¢ 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Registering a correct working Callback

prot-server: Adding callback '__callback__' for SID=None and DID=None

Info  Transfering data

prot-client: TX

comm-client: TX
- 63 65 5f 69
— 61 5f 69 64

comm-server: RX
- 63 65 5f 69
— 61 5f 69 64

->
=->
64
22
<-
64
22

service:

(64): 3a
22 3a 3d
3a 3d 20

(64): 3a
22 3a 3d
3a 3d 20

read data request, data_id: O, status: okay, data: "31"

3c
20
30

3c
20
30

Tb
31
7d

Tb
31
7d

22
30
eb

22
30
eb

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74

B



STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

comm-client: TX -> (5):

comm-server: RX <- (5):

changing

received

changing

received

changing

received

changing

received

17 fc 16 3a 3e
17 fc 16 3a 3e

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
— 63 65 5f
-~ 69 64 22
prot-server:
prot-server:
prot-server:
comm-server:
-~ 63 65 5f
-~ 61 5f 69
comm-client:

—~ 63 65 5f
— 61 5f 69

identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
3a 20 30 7d e6 17 fc 16

RX <- service: read data request, data_id: O, status: okay, data: "31"

Executing callback __callback_

TX

TX
69
64

RX
69
64

=->
=2
64
22
<_
64
22

service:

(64): 3a
22 3a 3d
3a 3d 20

(64): 3a
22 3a 3d
3a 3d 20

to process received data

read data response, data_id: O, status: okay, data: "33"

3c
20
30

3c
20
30

Tb 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74

7d 60

Tb 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74

7d 60

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

changing

received

changing

received

changing

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (5): 02 24 68 3a 3e

comm-client: RX <- (5): 02 24 68 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 33 2c 20 22 64 61 74 61 5f
— 69 64 22 3a 20 30 7d 60 02 24 68

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "33"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id': 10, u'data’: 31, u'data.id":
0} and Type is <class 'socket_protocol.data_storage’>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data”: 33, u'data.id": 0}

and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': O, u'service_id': 11, u'data': 33,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message received by client): result = {'status': 0, 'service_id': 11, 'data':

— 33, 'data_id': 0} (<class 'socket_protocol.data_storage'>)
A.1.18 Callback choice, if several callbacks are available (caused by wildcard callbacks)

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

144 /1339



prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist
prot-server: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

< authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist
prot-server: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the
< authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the

< authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-client: Adding Service with Request=channel name request and Response=channel name

— response



prot-client: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding callback '

_channel _

name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service

Adding Service

Adding Service

Initialisation

with Request=read data request and Response=read data response

with Request=write data request and Response=write data response

with Request=execute request and Response=execute response

finished.

Info  Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
< 63 65 5f
<~ T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX
69
69

RX
69
69

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

b 22 73
38 2c 20
30 7d

b 22 73
38 2c 20
30 7d

74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65
22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20

74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65
22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢ 2c 20

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing

received

changing

received

changing

received

changing

received

III\I()I.le n

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 bf 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢ 6¢ 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
-~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Registering all kind of Callbacks

prot-server: Adding callback '__callback3__' for SID=None and DID=None



prot-server: Adding callback '__callback2_
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' for SID=None and DID=0

prot-server: Adding callback '__callbackl__' for SID=10 and DID=None

prot-server: Adding callback '__callback__' for SID=10 and DID=0

Info

Transfering data

prot-client: TX

comm-client: TX
- 63 65 5f 69
— 61 5f 69 64

comm-server: RX
63 65 5f 69
61 5f 69 64

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

STP:
STP:

—

->
->
64
22
<_
64
22

service:

(64):
22 3a
3a 3d

(64):
22 3a
3a 3d

comm-client: TX -> (5):

comm-server: RX <- (5):

3a
3d
20

3a
3d
20

read data request, data_id: O, status: okay, data:

3c
20
30
3c

20
30

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

7b
31
7d

Tb
31
7d

received

changing

received

changing

received

changing

received

22
30
eb

22
30
eb6

data sync (3a) received => changing

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

17 fc 16 3a 3e
17 fc 16 3a 3e

l|31||

73 65 72 76 69
20 22 64 61 74

73 65 72 76 69
20 22 64 61 74

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

-~ 63 65 5f
69 64 22

>

prot-server:
prot-server:

prot-server: TX

TX
69
64

comm-server:
63 65 5f
61 5f 69

—

—

-> service: read data response, data_id: O, status: okay, data:

Executing callback __callback_

to process received data

69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
3a 20 30 7d e6 17 fc 16

RX <- service: read data request, data_id: O, status: okay, data: "31"

n 33 n

-> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
22 3a 3d 20 30 7d 60
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comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 33 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d 60

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (5): 02 24 68 3a 3e

comm-client: RX <- (5): 02 24 68 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 33 2c 20 22 64 61 74 61 5f
— 69 64 22 3a 20 30 7d 60 02 24 68

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "33"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id: 10, u'data’: 31, u'data_id":
0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message stored inside callback): {u'status': 0, u'service_id': 10, u'data': 31,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 33, u'data.id”: 0}
and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': O, u'service_id': 11, u'data': 33,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)
Expectation (Message received by client): result = {'status': 0, 'service_id': 11, 'data':

— 33, 'data_id': 0} (<class 'socket_protocol.data_storage'>)



Info

Removing Callback for a specific Data- and Service-1D

prot-server: Deleting existing callback '__callback__' for service_id (10) and

data_id (0)!

Info

Transfering data

prot-client: TX
comm-client: TX
63 65 5f 69
61 5f 69 64

—

—

comm-server: RX
63 65 5f 69
61 5f 69 64

—

>

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

->
->
64
22
<-
64
22

service:

(64):
22 3a
3a 3d

(64) :
22 3a
3a 3d

comm-client: TX -> (5):

comm-server: RX <- (5):

3a
3d
20

3a
3d
20

read data request, data_id: O, status: okay, data:

3c
20
30

3c
20
30

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

Tb
31
7d

7b
31
7d

changing

received

changing

received

changing

received

changing

received

22
30
eb

22

30
eb

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

17 fc 16 3a 3e
17 fc 16 3a 3e

l|31||

73 65 72 76 69
20 22 64 61 74

73 65 72 76 69
20 22 64 61 74

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

—

STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

—

=
prot-server:
prot-server:
prot-server: TX

data: "34"

—

comm-server: TX
63 65 5f 69
61 5f 69 64

—

—

Executing callback __callbackl_

to process received data

63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
69 64 22 3a 20 30 7d e6 17 fc 16

RX <- service: read data request, data_id: O, status: okay, data: "31"

-> service: read data response, data_id: O, status: operation not permitted,

-> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 36 2c 20 22 73 65 72 76 69
64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 34 2c 20 22 64 61 74
22 3a 3d 20 30 7d 46

B



comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 36 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 34 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d 46

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (5): 3f 83 36 3a 3e
comm-client: RX <- (5): 3f 83 36 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 36 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 34 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d 46 3f 83 36

prot-client: RX <- service: read data response, data_id: O, status: operation not permitted,
— data: "34"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id": 10, u'data’: 31, u'data_id":

0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 6, u'service_id": 11, u'data’: 34, u'data_id": 0}

and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 6, u'service_id': 11, u'data': 34,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)



Expectation (Message received by client): result = {'status': 6, 'service_id': 11, 'data':

— 34, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Info  Removing Callback for a specific Service-ID and all Data-1Ds

prot-server: Deleting existing callback '__callbackl__' for service_id (10) and data_id

— (None)!

Info  Transfering data

prot-client: TX -> service: read data request, data_id: O, status: okay, data: "31"

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
— 61 5f 69 64 22 3a 3d 20 30 7d e6

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 30 2c 20 22 64 61 74 61 22 3a 3d 20 33 31 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d e6

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (5): 17 fc 16 3a 3e
comm-server: RX <- (5): 17 fc 16 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
-~ 69 64 22 3a 20 30 7d e6 17 fc 16

prot-server: RX <- service: read data request, data_id: O, status: okay, data: "31"
prot-server: Executing callback __callback2__ to process received data

prot-server: TX -> service: read data response, data_id: O, status: operation not permitted,
— data: "35"

B



comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 36 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 35 2c 20 22 64 61 74
—~ 61 5f 69 64 22 3a 3d 20 30 7d e8

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 36 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 35 2c 20 22 64 61 74
—~ 61 bf 69 64 22 3a 3d 20 30 7d e8

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (5): 57 12 a7 3a 3e

comm-client: RX <- (5): 57 12 a7 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 36 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 35 2c 20 22 64 61 74 61 b5f
— 69 64 22 3a 20 30 7d e8 57 12 a7

prot-client: RX <- service: read data response, data_id: O, status: operation not permitted,
— data: "35"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id': 10, u'data’: 31, u'data.id":

0} and Type is <class 'socket_protocol.data_storage’>).

Result (Message stored inside callback): {u'status': O, u'service_id': 10, u'data': 31,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': O, 'service_id': 10,
— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 6, u'service_id": 11, u'data”: 35, u'data.id": 0}

and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': 6, u'service_id': 11, u'data': 35,

— u'data_id': 0} (<class 'socket_protocol.data_storage'>)



Expectation (Message received by client): result = {'status': 6, 'service_id': 11,

—

35, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

'data':

Info  Removing Callback for a specific Data-ID and all Serice-1Ds
prot-server: Deleting existing callback '__callback2__' for service_id (None) and data_id (0)!
Info  Transfering data

prot-client: TX
comm-client: TX
63 65 5f 69
61 5f 69 64

—

—

comm-server: RX
63 65 5f 69
61 5f 69 64

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

STP:
STP:

—

STP:
STP:

—

->
=->
64
22
<-
64
22

service:

(64):
22 3a
3a 3d

(64):
22 3a
3a 3d

comm-client: TX -> (5):

comm-server: RX <- (5):

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

3a
3d
20

3a
3d
20

read data request, data_id:

3c
20
30

3c
20
30

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

Tb
31
7d

b
31
7d

changing

received

changing

received

changing

received

changing

received

22
30
eb

22

30
eb

73 74 61 74 75 73
2c 20 22 64 61 74

73 74 61 74 75 73
2c 20 22 64 61 74

17 fc 16 3a 3e
17 fc 16 3a 3e

0, status: okay, data:

22 3a 3d 20 30 2c 20 22
61 22 3a 3d 20 33 31 2c

22 3a 3d 20 30 2c 20 22
61 22 3a 3d 20 33 31 2c

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

ll31||

73 65 72 76 69
20 22 64 61 74

73 65 72 76 69
20 22 64 61 74

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

>

STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

>

.
prot-server:
prot-server:
prot-server: TX

comm-server: TX
63 65 5f 69
61 5f 69 64

—

—

-> service: read data response, data_id: O, status: okay, data:

Executing callback __callback3__ to process received data

63 65 5f 69 64 22 3a 20 31 30 2c 20 22 64 61 74 61 22 3a 20 33 31 2c 20 22 64 61 74 61 5f
69 64 22 3a 20 30 7d e6 17 fc 16

RX <- service: read data request, data_id: O, status: okay, data: "31"

n 36 n

-> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 36 2c 20 22 64 61 74
22 3a 3d 20 30 74 1la

B



comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 31 2c 20 22 64 61 74 61 22 3a 3d 20 33 36 2c 20 22 64 61 74
— 61 bf 69 64 22 3a 3d 20 30 7d 1la

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (5): 5b f9 7e 3a 3e
comm-client: RX <- (5): 5b f9 7e 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (61): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 31 31 2c 20 22 64 61 74 61 22 3a 20 33 36 2c 20 22 64 61 74 61 5f
— 69 64 22 3a 20 30 7d l1la 5b f9 Te

prot-client: RX <- service: read data response, data_id: O, status: okay, data: "36"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Message stored inside callback is correct (Content {u'status’: 0, u'service_id: 10, u'data’: 31, u'data_id":
0} and Type is <class 'socket_protocol.data_storage'>).

Result (Message stored inside callback): {u'status': 0, u'service_id': 10, u'data': 31,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)

Expectation (Message stored inside callback): result = {'status': 0, 'service_id': 10,

— 'data': 31, 'data_id': 0} (<class 'socket_protocol.data_storage'>)

Message received by client is correct (Content {u'status’: 0, u'service_id": 11, u'data’: 36, u'data_id": 0}
and Type is <class 'socket_protocol.data_storage'>).

Result (Message received by client): {u'status': O, u'service_id': 11, u'data': 36,
— u'data_id': 0} (<class 'socket_protocol.data_storage'>)
Expectation (Message received by client): result = {'status': 0, 'service_id': 11, 'data':

— 36, 'data_id': 0} (<class 'socket_protocol.data_storage'>)



A.1.19 Connection established information

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer

comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:

— authentification whitelist

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:
— authentification whitelist

authentification

authentification

authentification

authentification

request, data_id: seed) to the

response, data_id: seed) to the

request, data_id: key) to the

response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response

prot-server: Adding Service with Request=write data request and Response=write data response

prot-server: Adding Service with Request=execute request and Response=execute response

prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist



prot-client:

s

prot-client:

—

prot-client:

=
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-Server:

prot-server:

comm-client:
— 63 65 5f
-~ T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

Connection established...
Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX —> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

—

STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B



STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
-~ 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
— 74 61 5f
comm-client:

-~ 63 65 5f
— T4 61 5f

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=->
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

Tb
39
30

7b
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->
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comm-server: TX -> (6): 14 5b 30 5c 3a 3e
comm-client: RX <- (6): 14 5b 30 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

to process received data

prot-client: Executing callback __channel_name_response_

Client connection status is correct (Content True and Type is <type 'bool'>).

Result (Client connection status): True (<type 'bool'>)

Expectation (Client connection status): result = True (<type 'bool'>)

Server connection status is correct (Content True and Type is <type 'bool'>).

Result (Server connection status): True (<type 'bool'>)

Expectation (Server connection status): result = True (<type 'bool'>)

Client connection status is correct (Content False and Type is <type 'bool">).

comm-client: Connection Lost...

prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
Result (Client connection status): False (<type 'bool'>)

Expectation (Client connection status): result = False (<type 'bool'>)

Server connection status is correct (Content False and Type is <type 'bool'>).

Result (Server connection status): False (<type 'bool'>)

Expectation (Server connection status): result = False (<type 'bool'>)

Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer
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comm-client:
- 63 65 5f
— T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

TX
69
69

RX
69
69

->
64
64
<-
64
64

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

3c
20
20

3c
20
20

Tb
38
30

7b
38
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE
identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

STP: message
— 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
-~ 74 61 5f
comm-client:
-~ 63 65 5f
— T4 61 5f

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=2
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20
3c

20
20

7b
39
30

7b
39
30

22
2c
7d
22

2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Client connection status is correct (Content True and Type is <type 'bool'>).

Result (Client connection status): True (<type 'bool'>)

Expectation (Client connection status): result = True (<type 'bool'>)

Server connection status is correct (Content True and Type is <type 'bool'>).

Result (Server connection status): True (<type 'bool'>)

Expectation (Server connection status): result = True (<type 'bool'>)

Info  Adding secrets to socket_protocol

Client connection status is correct (Content False and Type is <type 'bool’>).

Result (Client connection status): False (<type 'bool'>)

Expectation (Client connection status): result = False (<type 'bool'>)

Server connection status is correct (Content False and Type is <type 'bool'>).

Result (Server comnnection status): False (<type 'bool'>)

Expectation (Server connection status): result = False (<type 'bool'>)

Info  Doing authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

— "None"
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comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-client: TX -> (6): 10 4d cd 55 3a 3e

comm-server: RX <- (6): 10 4d cd 55 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 10 4d cd 55

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

— "None"
prot-server: Executing callback __authentificate_create_seed__ to process received data

prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
"188dfd1718£3e76d88156c0f9b6c01f5a3bf0dec45e36813abd52742339e63cfd'"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 38 64 66 64 31 37 31
-~ 38 66 33 65 37 36 64 38 38 31 35

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 22 38 38 64 66 64 31 37 31
-~ 38 66 33 65 37 36 64 38 38 31 35

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (64): 36 63 30 66 39 62 36 63 30 31 66 35 61 33 62 66 30 64 65 63 34 35 65
-~ 33 36 38 31 33 61 62 34 35 32 37 34 32 33 33 39 65 36 33 63 66 64 22 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 3d 20 30 7d d6 3a
comm-client: RX <- (64): 36 63 30 66 39 62 36 63 30 31 66 35 61 33 62 66 30 64 65 63 34 35 65
—~ 33 36 38 31 33 61 62 34 35 32 37 34 32 33 33 39 65 36 33 63 66 64 22 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 3d 20 30 7d d6 3a

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
comm-server: TX -> (5): 3d ac 37 3a 3e

comm-client: RX <- (5): 3d ac 37 3a 3e

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (124): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 22 38 38 64 66 64 31 37 31 38 66
—~ 33 65 37 36 64 38 38 31 35 36 63 30 66 39 62 36 63 30 31 66 35 61 33 62 66 30 64 65 63 34
—~ 35 65 33 36 38 31 33 61 62 34 35 32 37 34 32 33 33 39 65 36 33 63 66 64 22 2c 20 22 64 61
— T4 61 5f 69 64 22 3a 20 30 7d d6 3a ac 37

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
— "u'88dfd1718£3e76d88156c0f9b6c01f5a3bf0dec45e36813ab452742339e63cfd"'"

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
"115d63e£81266d614340383161a786c008def88b0d10d3d672197¢c50360443ccdb5a6874dcc4dfd5db235b890D |
— b0752ec21303ed3e67eb54d288a27796b3f122fd1""

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 31 35 64 36 33 65 66 38
—~ 31 32 36 36 64 36 31 34 33 34 30

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 64 61 74 61 22 3a 3d 20 22 31 35 64 36 33 65 66 38
—~ 31 32 36 36 64 36 31 34 33 34 30

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

B



STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (64): 33 38 33 31 36 31 61 37 38 36 63 30 30 38 64 65 66 38 38 62 30 64 31
—~ 30 64 33 64 36 37 32 31 39 37 63 35 30 33 36 30 34 34 33 63 63 64 35 61 36 38 37 34 64 63
—~ 63 34 66 64 35 64 62 32 33 35 62

comm-server: RX <- (64): 33 38 33 31 36 31 61 37 38 36 63 30 30 38 64 65 66 38 38 62 30 64 31
-~ 30 64 33 64 36 37 32 31 39 37 63 35 30 33 36 30 34 34 33 63 63 64 35 61 36 38 37 34 64 63
—~ 63 34 66 64 35 64 62 32 33 35 62

comm-client: TX -> (64): 38 39 30 62 62 30 37 35 32 65 63 32 31 33 30 33 65 64 33 65 36 37 65
— 62 35 34 64 32 38 38 61 32 37 37 39 36 62 33 66 31 32 32 66 64 31 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 86 43

comm-server: RX <- (64): 38 39 30 62 62 30 37 35 32 65 63 32 31 33 30 33 65 64 33 65 36 37 65
— 62 35 34 64 32 38 38 61 32 37 37 39 36 62 33 66 31 32 32 66 64 31 22 2c 20 22 64 61 74 61
— bf 69 64 22 3a 3d 20 31 7d 86 43

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (4): 44 a7 3a 3e
comm-server: RX <- (4): 44 a7 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (188): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69

— 63 65 5f 69 64 22 3a 20 30 2c 20 22 64 61 74 61 22 3a 20 22 31 35 64 36 33 65 66 38 31 32
—~ 36 36 64 36 31 34 33 34 30 33 38 33 31 36 31 61 37 38 36 63 30 30 38 64 65 66 38 38 62 30
—~ 64 31 30 64 33 64 36 37 32 31 39 37 63 35 30 33 36 30 34 34 33 63 63 64 35 61 36 38 37 34
-~ 64 63 63 34 66 64 35 64 62 32 33 35 62 38 39 30 62 62 30 37 35 32 65 63 32 31 33 30 33 65
-~ 64 33 65 36 37 65 62 35 34 64 32 38 38 61 32 37 37 39 36 62 33 66 31 32 32 66 64 31 22 2c
— 20 22 64 61 74 61 5f 69 64 22 3a 20 31 7d 86 43 44 a7

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
"u'15d63e£81266d614340383161a786c008def88b0d10d3d672197c50360443ccd5a6874dcc4fd5db235b890
— bb0752ec21303ed3e67eb54d288a27796b3f122fd1""

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

— "True"



Unittest for socket_protocol

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 31 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 64 61 74 61 22 3a 3d 20 74 72 75 65 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 31 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 11 d3 26 78 3a 3e
comm-client: RX <- (6): 11 d3 26 78 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 31 2c 20 22 64 61 74 61 22 3a 20 74 72 75 65 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 31 7d 11 d3 26 78

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

— "True"

prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got positive authentification feedback

Client connection status is correct (Content True and Type is <type 'bool'>).

Result (Client connection status): True (<type 'bool'>)

Expectation (Client connection status): result = True (<type 'bool'>)

Server connection status is correct (Content True and Type is <type 'bool'>).

Result (Server comnection status): True (<type 'bool'>)

Expectation (Server connection status): result = True (<type 'bool'>)
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A.1.20 Is connected information

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer

comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:

— authentification whitelist

prot-server: Adding Message (service:

< authentification whitelist

prot-server: Adding Message (service:
— authentification whitelist

authentification

authentification

authentification

authentification

request, data_id: seed) to the

response, data_id: seed) to the

request, data_id: key) to the

response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1

prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response

prot-server: Adding Service with Request=write data request and Response=write data response

prot-server: Adding Service with Request=execute request and Response=execute response

prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist



prot-client:

s

prot-client:

—

prot-client:

=
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

—

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

Adding Message (service: authentification response, data_id: key) to the

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-Server:

prot-server:

comm-client:
— 63 65 5f
-~ T4 61 5f

comm-server:
— 63 65 5f
-~ T4 61 5f

Connection established...
Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX —> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

—

STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B



STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
-~ 63 65 5f
— bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
— 63 65 5f
— 74 61 5f
comm-client:

-~ 63 65 5f
— T4 61 5f

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

->
=->
64
64
<-
64
64

service:

(64):
22 3a
22 3a

(64) :
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

Tb
39
30

7b
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->



Unittest for socket_protocol

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Client Communication instance connection status is correct (Content True and Type is <type 'bool’>).

Result (Client Communication instance connection status): True (<type 'bool'>)

Expectation (Client Communication instance connection status): result = True (<type 'bool'>)

Server Communication instance connection status is correct (Content True and Type is <type 'bool’>).

Result (Server Communication instance connection status): True (<type 'bool'>)

Expectation (Server Communication instance connection status): result = True (<type 'bool'>)

Info  Disconnecting Server and Client

comm-client: Connection Lost...
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Client Communication instance connection status is correct (Content False and Type is <type 'bool’>).

Result (Client Communication instance connection status): False (<type 'bool'>)

Expectation (Client Communication instance connection status): result = False (<type '"bool'>)

Server Communication instance connection status is correct (Content False and Type is <type 'bool'>).

Result (Server Communication instance connection status): False (<type 'bool'>)

Expectation (Server Communication instance connection status): result = False (<type 'bool'>)

A.1.21 Reconnect Method

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
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comm-server:
comm-server:
prot-server:

prot-server:

—

prot-server: Adding Message (service:

authentification whitelist

>

prot-server: Adding Message (service:

authentification whitelist

—

prot-server: Adding Message (service:

authentification whitelist

>

prot-server: Adding Message (service:

authentification whitelist

Response=authentification response

Cleaning up receive-buffer
Waiting for incomming connection

Cleaning up receive-buffer

authentification

authentification

authentification

authentification

Adding Service with Request=authentification request and

request, data_id: seed) to the

response, data_id: seed) to the
request, data_id: key) to the

response, data_id: key) to the

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

prot-server:

prot-server:

—

response
prot-server:

>

prot-server:

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

Response=

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

_channel_name_request__' for SID=8 and DID=0

Adding callback '
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

authentification

prot-client: Adding Message (service:

authentification whitelist

>

—

request, data_id: seed) to the

prot-client: Adding Message (service: authentification response, data_id: seed) to the
authentification whitelist
prot-client: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

>

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding callback

authentification

response, data_id: key) to the

_authentificate_create_seed__' for SID=0 and DID=0

prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0



prot-client:
prot-client:
prot-client:

prot-client:

s

response

Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

prot-client: Adding Message (service: channel name request, data_id: name) to the

—

authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

N
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding
Adding
Adding
Adding
Adding

authentification whitelist

Initialisation finished.

callback '__channel_name_request__' for SID=8 and DID=0

callback '__channel_name_response__' for SID=9 and DID=0

Service with Request=read data request and Response=read data response
Service with Request=write data request and Response=write data response

Service with Request=execute request and Response=execute response

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
63 65 5f
74 61 5f

<
—
comm-server:

63 65 5f
74 61 5f

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

>

STP:
STP:

—

Connection established...

Cleaning up

Cleaning up

receive-buffer

receive-buffer

TX -> service: channel name request, data_id: name, status:

Connection established...

Cleaning up
Cleaning up
TX

69
69

=>
64
64

(64):
22 3a
22 3a

RX
69
69

<_
64
64

(64) :
22 3a
22 3a

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)
STP_STATE_STORE_DATA

receive-buffer
receive-buffer
3a

3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

3a
3d
3d

3c
20
20

b
38
30

22
2c
7d

73
20

changing

received

changing

received

changing

received

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

74 61 74 75 73 22 3a 3d 20 30 2c
22 64 61 74 61 22 3a 3d 20 6e 75

okay, data:

20 22 73 65
6¢c 6¢c 2c 20

20 22 73 65
6¢c 6¢c 2c 20

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

IlNone n

72 76 69
22 64 61

72 76 69
22 64 61

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢ 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 28 3b d3 54

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"

comm-server: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ T4 61 5f 69 64 22 3a 3d 20 30 7d

comm-client: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 39 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ T4 61 5f 69 64 22 3a 3d 20 30 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5¢c 3a 3e
comm-client: RX <- (6): 14 5b 30 5c 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
— bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢

B



Unittest for socket_protocol

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Client Communication instance connection status is correct (Content True and Type is <type 'bool’>).

Result (Client Communication instance connection status): True (<type 'bool'>)

Expectation (Client Communication instance connection status): result = True (<type 'bool'>)

Server Communication instance connection status is correct (Content True and Type is <type 'bool’>).

Result (Server Communication instance connection status): True (<type 'bool'>)

Expectation (Server Communication instance connection status): result = True (<type 'bool'>)

Info  Disconnecting Server and Client

comm-client: Connection Lost...
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
comm-server: Connection Lost...

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Client Communication instance connection status is correct (Content False and Type is <type 'bool">).

Result (Client Communication instance connection status): False (<type 'bool'>)

Expectation (Client Communication instance connection status): result = False (<type 'bool'>)

Server Communication instance connection status is correct (Content False and Type is <type 'bool’>).

Result (Server Communication instance connection status): False (<type 'bool'>)

Expectation (Server Communication instance connection status): result = False (<type 'bool'>)

Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
—~ 74 61 5f 69 64 22 3a 3d 20 30 7d

comm-server: RX <- (64): 3a 3c 7b 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
—~ 63 65 5f 69 64 22 3a 3d 20 38 2c 20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61
-~ 74 61 5f 69 64 22 3a 3d 20 30 7d
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STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 —>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 28 3b d3 54 3a 3e
comm-server: RX <- (6): 28 3b d3 54 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
— 63 65 5f
-~ bf 69 64
prot-server:
prot-server:
prot-server:
comm-server:
-~ 63 65 5f
-~ T4 61 5f
comm-client:

—~ 63 65 5f
-~ T4 61 5f

identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
69 64 22 3a 20 38 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
22 3a 20 30 7d 28 3b d3 54

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
69
69

RX
69
69

=->
=2
64
64
<_
64
64

service:

(64) :
22 3a
22 3a

(64):
22 3a
22 3a

3a
3d
3d

3a
3d
3d

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
20
20

3c
20
20

7b
39
30

Tb
39
30

22
2c
7d

22
2c
7d

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 73 65 72 76 69
20 22 64 61 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 14 5b 30 5c 3a 3e

comm-client: RX <- (6): 14 5b 30 5c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 73 65 72 76 69
— 63 65 5f 69 64 22 3a 20 39 2c 20 22 64 61 74 61 22 3a 20 6e 75 6¢c 6¢c 2c 20 22 64 61 74 61
—~ bf 69 64 22 3a 20 30 7d 14 5b 30 5c¢c

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

_ to process received data

prot-client: Executing callback __channel_name_response_

Client Communication instance connection status is correct (Content True and Type is <type 'bool">).

Result (Client Communication instance connection status): True (<type 'bool'>)

Expectation (Client Communication instance connection status): result = True (<type 'bool'>)

Server Communication instance connection status is correct (Content True and Type is <type 'bool’>).

Result (Server Communication instance connection status): True (<type 'bool'>)

Expectation (Server Communication instance connection status): result = True (<type 'bool'>)

A.1.22 A full Message Object including the defined properties and data shall be transfered.

Description
Every Communication shall transfer a complete message with its content.

Reason for the implementation
See Reasons for every single information of the Message Object.

Fitcriterion

Send two different messages and compare the received message with each sent message.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer
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comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the

< authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-server: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-server: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

_channel_name_response__' for SID=9 and DID=0

prot-server: Adding callback '
prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the
< authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0

prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1



prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding Service with Request=channel name request and Response=channel name
— Tresponse

prot-client: Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-client: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-client: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-client: Adding Service with Request=read data request and Response=read data response
prot-client: Adding Service with Request=write data request and Response=write data response
prot-client: Adding Service with Request=execute request and Response=execute response

prot-client: Initialisation finished.

Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer

prot-client: Cleaning up receive-buffer

prot-client: TX -> service: channel name request, data_id: name, status: okay, data: "None"
comm-server: Connection established...

comm-server: Cleaning up receive-buffer

prot-server: Cleaning up receive-buffer

comm-client: TX -> (21): 3a 3c 00 00 00 00 00 00 00 08 00 00 00 00 6e 75 6¢c 6¢c 13 3a 3e
comm-server: RX <- (21): 3a 3c 00 00 00 00 00 00 00 08 00 00 00 00 6e 75 6¢c 6c 13 3a 3e
STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (17): 00 00 00 00 00 00 00 08 00 00 00 00 6e 75 6¢c 6¢c 13
prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request__ to process received data

prot-server: TX -> service: channel name response, data_id: name, status: okay, data: "None"
comm-server: TX -> (21): 3a 3c 00 00 00 00 00 00 00 09 00 00 00 00 6e 75 6¢c 6¢c 12 3a 3e
comm-client: RX <- (21): 3a 3c 00 00 00 00 00 00 00 09 00 00 00 00 6e 75 6¢c 6¢c 12 3a 3e

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B
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STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (17): 00 00 00 00 00 00 00 09 00 00 00 00 6e 75 6¢c 6¢c 12
prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (45): 3a 3c 00 00 00 00 00 00 00 11 00 00 00 22 22 6d 73 67 31 5f 64 61 74
— 61 bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 7d 3a 3e

comm-server: RX <- (45): 3a 3c 00 00 00 00 00 00 00 11 00 00 00 22 22 6d 73 67 31 5f 64 61 74
—~ 61 bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 7d 3a 3e

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (41): 00 00 00 00 00 00 00 11 00 00 00 22 22 6d 73 67 31 5f 64 61
—~ T4 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 7d

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "u'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Client send Method is correct (Content True and Type is <type 'bool’>).

Result (Returnvalue of Client send Method): True (<type 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<type 'bool'>)

Received message on server side is correct (Content {'status’: 0, 'serviceid: 17, ’'data":
u'msgl_data_to_be_transfered’, 'data_id": 34} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {'status': 0, 'service_id': 17, 'data':

— u'msgl_data_to_be_transfered', 'data_id': 34} (<class 'socket_protocol.data_storage'>)
Expectation (Received message on server side): result = {'status': 0, 'service_id': 17,
— 'data': 'msgl_data_to_be_transfered', 'data_id': 34} (<class

— 'socket_protocol.data_storage'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"
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comm-server: TX -> (45): 3a 3c 00 00 00 04 00 00 00 11 00 00 00 23 22 6d 73 67 32 5f 64 61 74
—~ 61 bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 7b 3a 3e

comm-client: RX <- (45): 3a 3c 00 00 00 04 00 00 00 11 00 00 00 23 22 6d 73 67 32 5f 64 61 74
— 61 bf 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 7b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (41): 00 00 00 04 00 00 00 11 00 00 00 23 22 6d 73 67 32 5f 64 61
— T4 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65 64 22 Tb

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:

— '"u'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Server send Method is correct (Content True and Type is <type 'bool'>).

Result (Returnvalue of Server send Method): True (<type 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<type 'bool'>)

Received message on client side is correct (Content {'status’: 4, 'serviceid: 17, 'data"
u'msg2_data_to_be_transfered’, 'data_id’: 35} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on client side): {'status': 4, 'service_id': 17, 'data':

< u'msg2_data_to_be_transfered', 'data_id': 35} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on client side): result = {'status': 4, 'service_id': 17,
— 'data': 'msg2_data_to_be_transfered', 'data_id': 35} (<class

- 'socket_protocol.data_storage'>)

B Trace for testrun with python 3.8.5 (final)

B.1 Tests with status Info (22)
B.1.1 Status

Description
The Status shall hold some general information (in most cases it is used by the responder). Examples: Okay, Service or

Data unknown, Operation not permitted, Authentification required, ...

Reason for the implementation
Give the possibility to transfer additional status information (e.g. to explain negative responses).
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Fitcriterion
A Status is part of the Message Object and it is holding the Status information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'data’: None, 'data_id’: None, 'service_id": None, 'status’: None}

status is part of the message object is correct ('status’ is in the list or dict).

Result (status is part of the message object): {'data': None, 'data_id': None, 'service_id':
— None, 'status': None} (<class 'socket_protocol.data_storage'>)

Expectation (status is part of the message object): 'status' in result

Info  Creating a maximum message object: {'data’: 'D’, 'data_id’: 'DID’, 'service_id': 'SID’, 'status’: 'S’}

status is part of the message object is correct ('status’ is in the list or dict).

Result (status is part of the message object): {'data': 'D', 'data_id': 'DID', 'service_id':

— 'SID', 'status': 'S'} (<class 'socket_protocol.data_storage'>)

Expectation (status is part of the message object): 'status' in result

Content in message object for status is correct (Content 'S’ and Type is <class 'str'>).

Result (Content in message object for status): 'S' (<class 'str'>)

Expectation (Content in message object for status): result = 'S' (<class 'str'>)
B.1.2 Service-ID
Description

The Service-ID shall hold information about the type of the request / corresponding response. Examples: read request,
write request, read response, write response, .. .

Reason for the implementation

Give the requestor the possibility to use different types (Services) for a transfer.

Fitcriterion
A Service-ID is part of the Message Object and it is holding the Service-ID information.
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Testresult
This test was passed with the state:

Info  Creating empty message object: {'data’: None, 'data-id’: None, 'service_id": None, 'status’: None}

service_id is part of the message object is correct ('service_id’ is in the list or dict).

Result (service_id is part of the message object): {'data': None, 'data_id': None,

— 'service_id': None, 'status': Nonel} (<class 'socket_protocol.data_storage'>)

Expectation (service_id is part of the message object): 'service_id' in result

Info Creating a maximum message object: {'data’: 'D’, 'data_id": 'DID’, 'service_id': 'SID’, 'status’: 'S’}

service_id is part of the message object is correct ('service_id’ is in the list or dict).

Result (service_id is part of the message object): {'data': 'D', 'data_id': 'DID',

— 'service_id': 'SID', 'status': 'S'} (<class 'socket_protocol.data_storage'>)

Expectation (service_id is part of the message object): 'service_id' in result

Content in message object for service_id is correct (Content 'SID" and Type is <class 'str'>).

Result (Content in message object for service_id): 'SID' (<class 'str'>)

Expectation (Content in message object for service_id): result = 'SID' (<class 'str'>)

B.1.3 Data-ID

Description
The Data-ID shall hold information to differtiate the data for a specific Service.

Reason for the implementation

Give the possibility to transfer different information for each Service.

Fitcriterion
A Data-ID is part of the Message Object and it is holding the Data-ID information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'data’: None, 'data_id": None, 'service_id": None, 'status’: None}

data_id is part of the message object is correct ('data_id’ is in the list or dict).

Result (data_id is part of the message object): {'data': None, 'data_id': None, 'service_id':

— None, 'status': None} (<class 'socket_protocol.data_storage'>)
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Expectation (data_id is part of the message object): 'data_id' in result

Info  Creating a maximum message object: {'data’: 'D’, 'data_id’: 'DID’, 'service_id': 'SID’, 'status’: 'S’}

data_id is part of the message object is correct ('data_id’ is in the list or dict).

Result (data_id is part of the message object): {'data': 'D', 'data_id': 'DID', 'service_id':
— 'SID', 'status': 'S'} (<class 'socket_protocol.data_storage'>)

Expectation (data_id is part of the message object): 'data_id' in result

Content in message object for data_id is correct (Content 'DID’" and Type is <class 'str'>).

Result (Content in message object for data_id): 'DID' (<class 'str'>)

Expectation (Content in message object for data_id): result = 'DID' (<class 'str'>)

B.1.4 Data

Description
The Data shall hold the data to be transfered. For the most requests not data is transmitted.

Reason for the implementation
Give the possibility to transfer Data.

Fitcriterion

Data is part of the Message Object and it is holding the Data information.

Testresult
This test was passed with the state:

Info  Creating empty message object: {'data’: None, 'data_id’: None, 'service_id": None, 'status’: None}

data is part of the message object is correct ('data’ is in the list or dict).

Result (data is part of the message object): {'data': None, 'data_id': None, 'service_id':

— None, 'status': None} (<class 'socket_protocol.data_storage'>)

Expectation (data is part of the message object): 'data' in result

Info  Creating a maximum message object: {'data’: 'D’, 'data_id": 'DID’, 'service_id": 'SID’, 'status’: 'S'}

data is part of the message object is correct ('data’ is in the list or dict).

Result (data is part of the message object): {'data': 'D', 'data_id': 'DID', 'service_id':
— 'SID', 'status': 'S'} (<class 'socket_protocol.data_storage'>)
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Expectation (data is part of the message object): 'data' in result

Content in message object for data is correct (Content ‘D’ and Type is <class 'str'>).

Result (Content in message object for data): 'D' (<class 'str'>)

Expectation (Content in message object for data): result = 'D' (<class 'str'>)

B.1.5 A full Message Object including the defined properties and data shall be transfered.

Description
Every Communication shall transfer a complete message with its content.

Reason for the implementation
See Reasons for every single information of the Message Object.

Fitcriterion
Send two different messages and compare the received message with each sent message.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer

comm-server: Cleaning up receive-buffer

comm-server: Waiting for incomming connection

prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response
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prot-server: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-server: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-server: Adding Service with Request=read data request and Response=read data response
prot-server: Adding Service with Request=write data request and Response=write data response
prot-server: Adding Service with Request=execute request and Response=execute response
prot-server: Initialisation finished.

prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

— Response=authentification response

prot-client: Adding Message (service: authentification request, data_id: seed) to the
— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist

prot-client: Adding Message (service: authentification request, data_id: key) to the
— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-client: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

prot-client: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-client: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-client: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-client: Adding Service with Request=channel name request and Response=channel name

— response

prot-client: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-client: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-client: Adding callback '__channel_name_request__' for SID=8 and DID=0

prot-client: Adding callback '__channel_name_response__' for SID=9 and DID=0

prot-client: Adding Service with Request=read data request and Response=read data response
prot-client: Adding Service with Request=write data request and Response=write data response

prot-client: Adding Service with Request=execute request and Response=execute response

prot-client: Initialisation finished.

Info  Connecting Server and Client

comm-client: Connection established...

comm-client: Cleaning up receive-buffer



prot-client:
prot-client:
comm-server:
comm-server:
prot-server:

comm-client:
- 69 63 65
— T4 61 22

comm-server:
-~ 69 63 65
-~ T4 61 22

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX
5f
3a

RX
5f
3a

=->
69
3d
<-
69
3d

IlNone n

(64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

64 22 3a 3d 20 38 2c
20 6e 75 6¢c 6¢ T7d

(64): 3a 3c 7Tb 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

64 22 3a 3d 20 38 2c
20 6e 75 6¢c 6¢ 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing

STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing

STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing

STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing

STP: store sync pattern (3a 3d) received
— STP_STATE_STORE_DATA

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

comm-client: TX -> (6): 53 5e 67 Ob 3a 3e

comm-server: RX <- (6): 53 5e 67 Ob 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
-~ 69 63 65
— 22 3a 20
prot-server:
prot-server:
prot-server:
comm-server:
— 69 63 65
-~ 74 61 22
comm-client:

—~ 69 63 65
-~ T4 61 22

identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76

5f 69 64 22 3a 20 38 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
6e 75 6¢ 6¢c 7d 53 5e 67 0Ob

RX <- service: channel name request, data_id: name, status: okay, data:

Executing callback __channel_name_request_

TX

TX
5f
3a

RX
5f
3a

->
=->
69
3d
<-
69
3d

to process received data

IIN(-)IIe n

service: channel name response, data_id: name, status: okay, data: "None"

(64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
64 22 3a 3d 20 39 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

20 6e 75 6¢c 6¢ T7d

(64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
64 22 3a 3d 20 39 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

20 6e 75 6¢c 6¢ 7d

B



STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 30 59 be 2f 3a 3e
comm-client: RX <- (6): 30 59 be 2f 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 20 39 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 6e 75 6¢c 6¢ 7d 30 59 be 2f

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 34 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73

comm-server: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 34 2c 20 22 73 65 72
— 76 69 63 65 bf 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

B
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 67 31 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65
—~ 64 22 7d 4c bc bd 1b 3a 3e

comm-server: RX <- (32): 67 31 5f 64 61 74 61 5f 74 6f bf 62 65 bf 74 72 61 6e 73 66 65 72 65
— 64 22 7d 4c bc bd 1b 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 64 61 74 61 5f 69 64 22 3a 20 33 34 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61
— T4 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72
— 65 64 22 7d 4c bc bd 1b

prot-server: RX <- service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

prot-server: Message data is stored in buffer and is now ready to be retrieved by receive
— method

Returnvalue of Client send Method is correct (Content True and Type is <class 'bool>).

Result (Returnvalue of Client send Method): True (<class 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<class 'bool'>)

Received message on server side is correct (Content {'data_id": 34, 'service_id": 17, 'status’: 0, 'data":
'msgl_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on server side): {'data_id': 34, 'service_id': 17, 'status': O,

— 'data': 'msgl_data_to_be_transfered'} (<class 'socket_protocol.data_storage'>)

Expectation (Received message on server side): result = {'service_id': 17, 'data_id': 34,
— 'status': O, 'data': 'msgl_data_to_be_transfered'} (<class

— 'socket_protocol.data_storage'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:
— "'msg2_data_to_be_transfered'"
comm-server: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 35 2c 20 22 73 65 72

— 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73
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comm-client: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 35 2c 20 22 73 65 72

— 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22

— 64 61 74 61 22 3a 3d 20 22 6d 73

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (32): 67 32 6f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65

— 64 22 7d 73 e9 96 7f 3a 3e

comm-client: RX <- (32): 67 32 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65

— 64 22 7d 73 e9 96 7f 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_IDLE

STP: message identified - (88): 7b 22 64 61 74 61 5f 69 64 22 3a 20 33 35 2c 20 22 73 65 72

— 76 69 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 64 61

— T4 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72

— 65 64 22 7d 73 €9 96 7f

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:
"'msg2_data_to_be_transfered'"

prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

— method

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool'>).

Result (Returnvalue of Server send Method): True (<class 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<class 'bool'>)

Received message on client side is correct (Content {'data_id’: 35, 'service_id': 17, 'status’: 4, 'data”:

'msg2_data_to_be_transfered'} and Type is <class 'socket_protocol.data_storage'>).

Result (Received message on client side): {'data_id': 35, 'service_id': 17, 'status': 4,
— 'data': 'msg2_data_to_be_transfered'} (<class 'socket_protocol.data_storage'>)
Expectation (Received message on client side): result = {'service_id': 17, 'data_id': 35,
— 'status': 4, 'data': 'msg2_data_to_be_transfered'} (<class

< 'socket_protocol.data_storage'>)
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B.1.6 A checksumm shall ensure the correct transmition

Description
If the checksum does not fit to the checksum of the transferred data, the message will be ignored, because the complete
content including the Service- and Data-ID is possibly corrupted.

Reason for the implementation
Ensure correct data transfer.

Fitcriterion
Corrupted message is not in the receive buffer after transmission.

Testresult
This test was passed with the state:

Info  Setting up communication

comm-client: Cleaning up receive-buffer
comm-server: Cleaning up receive-buffer
comm-server: Waiting for incomming connection
prot-server: Cleaning up receive-buffer

prot-server: Adding Service with Request=authentification request and

— Response=authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: seed) to the

— authentification whitelist

prot-server: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-server: Adding Message (service: authentification response, data_id: key) to the
— authentification whitelist

prot-server: Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
prot-server: Adding callback '__authentificate_create_key__' for SID=1 and DID=0
prot-server: Adding callback '__authentificate_check_key__' for SID=0 and DID=1
prot-server: Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

prot-server: Adding Service with Request=channel name request and Response=channel name

— response

prot-server: Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-server: Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-server: Adding callback '__channel_name_request__' for SID=8 and DID=0

189 /339



prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

Adding callback '__channel_name_response__' for SID=9 and DID=0
Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

— Response=authentification response

prot-client:

Adding Message (service: authentification request, data_id: seed) to the

— authentification whitelist

prot-client: Adding Message (service: authentification response, data_id: seed) to the
— authentification whitelist
prot-client: Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-client:

Adding Message (service: authentification response, data_id: key) to the

< authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

— response

prot-client:

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

— authentification whitelist

prot-client:

Adding Message (service: channel name response, data_id: name) to the

< authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

prot-server:

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer



comm-client: TX
— 69 63 65 5f
< T4 61 22 3a

comm-server: RX
<~ 69 63 65 5f
<~ T4 61 22 3a

->
69
3d
<-
69
3d

(64): 3a

3c

Tb

64 22 3a 3d 20

20 6e 75
(64): 3a

6¢c
3c

6¢c
Tb

64 22 3a 3d 20

20 6e 75

6¢

6¢c

22
38
7d

22
38
7d

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA

STP: data sync (3a) received =>

STP: store sync pattern (3a 3d)

— STP_STATE_STORE_DATA
comm-client: TX -> (6): 53 be 67 Ob 3a 3e
comm-server: RX <- (6): 53 6e 67 Ob 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE
STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76

—~ 69 63 65 5f 69 64 22 3a 20 38 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 6e 75 6¢ 6¢ 7d 53 b5e 67 Ob

prot-server: RX <- service: channel name request, data_id: name, status: okay, data: "None"

prot-server: Executing callback __channel_name_request_

prot-server: TX

comm-server: TX
-~ 69 63 65 5f
— T4 61 22 3a

comm-client: RX
<~ 69 63 65 5f
< T4 61 22 3a

->
=2
69
3d
<-
69
3d

service:

(64): 3a
64 22 3a
20 6e 75
(64): 3a
64 22 3a
20 6e 75

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c
3d
6¢c

3c
3d
6¢c

7b
20
6¢c

Tb
20
6¢c

22
39
7d

22
39
7d

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA



STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (6): 30 59 be 2f 3a 3e
comm-client: RX <- (6): 30 59 be 2f 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
< 69 63 65 bf 69 64 22 3a 20 39 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
<~ 22 3a 20 6e 75 6¢c 6¢ 7d 30 59 be 2f

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

to process received data

prot-client: Executing callback __channel_name_response_

Info  Transfering a message client — server

prot-client: TX -> service: 17, data_id: 34, status: okay, data:

— "'msgl_data_to_be_transfered'"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 34 2c 20 22 73 65 72
—~ 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
-~ 64 61 74 61 22 3a 3d 20 22 6d 73

comm-server: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 34 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (32): 67 31 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65
< 64 22 7d 4c bc bd 1c 3a 3e

comm-server: RX <- (32): 67 31 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65
— 64 22 7d 4c bc bd 1c 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 64 61 74 61 5f 69 64 22 3a 20 33 34 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61
— 74 61 22 3a 20 22 6d 73 67 31 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72
— 65 64 22 7d 4c bc bd 1c

prot-server: Received message has an invalid checksum. Message will be ignored.

prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 34) not
— in buffer.

Returnvalue of Client send Method is correct (Content True and Type is <class 'bool">).

Result (Returnvalue of Client send Method): True (<class 'bool'>)

Expectation (Returnvalue of Client send Method): result = True (<class 'bool'>)

Checksum Error — No message received by server is correct (Content None and Type is <class
"NoneType'>)

Result (Checksum Error -> No message received by server): None (<class 'NoneType'>)

Expectation (Checksum Error -> No message received by server): result = None (<class

< 'NoneType'>)

Info  Transfering a message server — client

prot-server: TX -> service: 17, data_id: 35, status: service or data unknown, data:

— "'msg2_data_to_be_transfered'"

comm-server: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 35 2c 20 22 73 65 72
—~ 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73

comm-client: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 33 35 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 3d 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 34 2c 20 22
—~ 64 61 74 61 22 3a 3d 20 22 6d 73

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (32): 67 32 6f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72 65
— 64 22 7d 73 €9 96 7f 3a 3e

comm-client: RX <- (32): 67 32 bf 64 61 74 61 5f 74 6f bf 62 65 bf 74 72 61 6e 73 66 65 72 65
— 64 22 7d 73 e9 96 7f 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (88): 7b 22 64 61 74 61 5f 69 64 22 3a 20 33 35 2c 20 22 73 65 72
— 76 69 63 65 5f 69 64 22 3a 20 31 37 2c 20 22 73 74 61 74 75 73 22 3a 20 34 2c 20 22 64 61
— T4 61 22 3a 20 22 6d 73 67 32 5f 64 61 74 61 5f 74 6f 5f 62 65 5f 74 72 61 6e 73 66 65 72
—~ 65 64 22 7d 73 €9 96 Tf

prot-client: RX <- service: 17, data_id: 35, status: service or data unknown, data:
— "'msg2_data_to_be_transfered'"
prot-client: Message data is stored in buffer and is now ready to be retrieved by receive

— method
prot-server: TIMEOUT (0.28705533596837945s): Requested data (service_id: 17; data_id: 35) not

< in buffer.

Returnvalue of Server send Method is correct (Content True and Type is <class 'bool’>).

Result (Returnvalue of Server send Method): True (<class 'bool'>)

Expectation (Returnvalue of Server send Method): result = True (<class 'bool'>)

Checksum Error — No message received by client is correct (Content None and Type is <class
"NoneType'>).

Result (Checksum Error -> No message received by client): None (<class 'NoneType'>)

Expectation (Checksum Error -> No message received by client): result = None (<class

— 'NoneType'>)
B.1.7 An authentification between server and client shall be possible including status feedback methods
Description

The Client shall have a method to initiate the authentification. In case that the server and the client do have identical
secrets, the authentification shall be successfull.
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Reason for the implementation

Message protection (e.g. for secure functions or data)

Fitcriterion

Check authentification method feedback (client) and authentification feedback (client and server), in case of differing

and identical secrets.

Testresult

This test was passed with the state:

Info

Setting up communication

comm-client:
comm-server:
comm-server:
prot-server:

prot-server:

—

Response=

Cleaning up receive-buffer
Cleaning up receive-buffer
Waiting for incomming connection
Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-server: Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

—

prot-server: Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist

>

prot-server: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-server: Adding Message (service: authentification response, data_id: key) to the

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

—

response
prot-server:

—

prot-server:

o
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

Adding
Adding
Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

callback '__authentificate_create_key__' for SID=1 and DID=0

callback '__authentificate_check_key__' for SID=0 and DID=1

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

_channel_name_request__' for SID=8 and DID=0

Adding callback '
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.
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prot-client: Cleaning up receive-buffer

prot-client: Adding Service with Request=authentification request and

—

prot-client: Adding Message (service:

authentification whitelist

>

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

authentification whitelist

—

prot-client: Adding Message (service:

Response=authentification response

authentification

authentification

authentification

authentification

request, data_id: seed) to the

response, data_id: seed) to the
request, data_id: key) to the

response, data_id: key) to the

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

—

response

prot-client:

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

authentification whitelist

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0
Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response

Initialisation finished.

Info

Connecting Server and Client

comm-client:
comm-client:
prot-client:
prot-client:
comm-server:
comm-server:

prot-server:

comm-client:
—~ 69 63 65
— T4 61 22
comm-server:
-~ 69 63 65
-~ T4 61 22

Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

TX -> service: channel name request, data_id: name, status: okay, data: "None"
Connection established...

Cleaning up receive-buffer

Cleaning up receive-buffer

(64):
64 22
20 6e

(64):
64 22
20 6e

TX
5f
3a

->
69
3d

3a 3c 7b
3a 3d 20
75 6¢c 6¢

22
38
7d

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

RX <-
5f 69
3a 3d

3a 3c 7b
3a 3d 20
75 6¢c 6¢C

22
38
7d

64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
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STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): 53 5e 67 Ob 3a 3e

comm-server: RX <- (6): 53 5e 67 Ob 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message
— 69 63 65
-~ 22 3a 20
prot-server:
prot-server:
prot-server:
comm-server:
-~ 69 63 65
-~ T4 61 22
comm-client:

— 69 63 65
— T4 61 22

identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
5f 69 64 22 3a 20 38 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
6e 75 6¢c 6¢ 7d 53 be 67 Ob

RX <- service: channel name request, data_id: name, status: okay, data: "None"

Executing callback __channel_name_request_

TX

TX
5f
3a

RX
5f
3a

->
=2
69
3d
<_
69
3d

service:

(64): 3a
64 22 3a
20 6e 75

(64): 3a
64 22 3a
20 6e 75

to process received data

channel name response, data_id: name, status: okay, data: "None"

3c 7Tb 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
3d 20 39 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
6¢c 6¢c 7d

3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
3d 20 39 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
6c 6¢c 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
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STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 30 59 be 2f 3a 3e

comm-client: RX <- (6): 30 59 be 2f 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 20 39 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 6e 75 6¢ 6¢ 7d 30 59 be 2f

prot-client: RX <- service: channel name response, data_id: name, status: okay, data: "None"

prot-client: Executing callback __channel_name_response__ to process received data

Info No secret set

Info  Performing Authentification

Return Value of authentification method is correct (Content False and Type is <class 'bool’>).

Result (Return Value of authentification method): False (<class 'bool'>)

Expectation (Return Value of authentification method): result = False (<class 'bool'>)

Authentification state of server is correct (Content True and Type is <class 'bool">).

Result (Authentification state of server): True (<class 'bool'>)

Expectation (Authentification state of server): result = True (<class 'bool'>)

Authentification state of client is correct (Content True and Type is <class 'bool">).

Result (Authentification state of client): True (<class 'bool'>)

Expectation (Authentification state of client): result = True (<class 'bool'>)

Info Different secrets set

Authentification state of server is correct (Content False and Type is <class 'bool">).

Result (Authentification state of server): False (<class 'bool'>)

Expectation (Authentification state of server): result = False (<class 'bool'>)
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Authentification state of client is correct (Content False and Type is <class 'bool'>).

Result (Authentification state of client): False (<class 'bool'>)

Expectation (Authentification state of client): result = False (<class 'bool'>)

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

— "None"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— T4 61 22 3a 3d 20 6e 75 6¢c 6¢c 7d

(64): 3a 3c 7Tb 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— 74 61 22 3a 3d 20 6e 75 6¢c 6¢c 7d

comm-server: RX <

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): fd 82 a2 a9 3a 3e
comm-server: RX <- (6): fd 82 a2 a9 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 20 30 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 6e 75 6¢c 6¢c 7d fd 82 a2 a9

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

< "None"

prot-server: Executing callback __authentificate_create_seed__ to process received data
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prot-server: TX -> service: authentification response, data_id: seed, status: okay, data:
"'acf35a494fe9f6b9e762f27c8ad5beefd62627daf468b55262445£7563bfc43e" "

comm-server: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
—~ T4 61 22 3a 3d 20 22 61 63 66 33

comm-client: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— 74 61 22 3a 3d 20 22 61 63 66 33

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (64): 35 61 34 39 34 66 65 39 66 36 62 39 65 37 36 32 66 32 37 63 38 61 39
—~ 35 62 65 65 66 34 36 32 36 32 37 64 61 66 34 36 38 62 35 35 32 36 32 34 34 35 66 37 35 36
—~ 33 62 66 63 34 33 65 22 7d 55 31

comm-client: RX <- (64): 35 61 34 39 34 66 65 39 66 36 62 39 65 37 36 32 66 32 37 63 38 61 39
—~ 35 62 65 65 66 34 36 32 36 32 37 64 61 66 34 36 38 62 35 35 32 36 32 34 34 35 66 37 35 36
-~ 33 62 66 63 34 33 65 22 7d 55 31

comm-server: TX -> (4): d3 88 3a 3e

comm-client: RX <- (4): d3 88 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

|
\4

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2
— STP_STATE_IDLE

STP: message identified - (124): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
— 69 63 65 bf 69 64 22 3a 20 31 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 22 61 63 66 33 35 61 34 39 34 66 65 39 66 36 62 39 65 37 36 32 66 32 37 63 38 61
—~ 39 35 62 65 65 66 34 36 32 36 32 37 64 61 66 34 36 38 62 35 35 32 36 32 34 34 35 66 37 35
— 36 33 62 66 63 34 33 65 22 7d 55 31 d3 88

prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
— "'acf35a494fe9f6b9e762f27c8a95beef462627daf468b55262445£7563bfc43e" "

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
"' fb685cab3f1acf14831879e1c8a03bc8c2a031bef2816d9bf6d5816ed4dbleBacl71£807d923a211fa31d493 |
— 18b543020974a0935e375e138a7£d30dc728£8238""
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comm-client: TX

—

—

69 63 65 5f
74 61 22 3a

comm-server: RX

>

—

STP:
STP:

>

STP:
STP:

STP:
STP:

STP:
STP:

—

STP:
STP:

—

69 63 65 5f
74 61 22 3a

->
69
3d
<-
69
3d

(64):
64 22
20 22

(64) :
64 22
20 22

3a
3a
66

3a
3a
66

3c
3d
62

3c
3d
62

Tb
20
36

7b
20
36

22
30
38

22

30
38

64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

comm-client: TX

—

—

30 33 62 63
34 62 31 65

comm-server: RX

—

—

30 33 62 63
34 62 31 65

comm-client: TX

—

—

34 33 30 32
32 38 66 38

comm-server: RX

>

—

34 33 30 32
32 38 66 38

comm-client: TX

comm-server: RX

->
38
38
<-
38
38
->
30
32
<-
30
32
->

<_

(64) :
63 32
61 63
(64) :
63 32
61 63
(64):
39 37
33 38
(64):
39 37
33 38

(4):
(4):

35
61
31

35
61
31

38
34
22

38
34
22

63
30
37

63
30
37

30
61
7d

30
61
7d

changing

received

changing

received

changing

received

changing

received

61
33
31

61
33
31

37
30
04

37
30
04

36
31
66

36
31
66

64
39
a4

64

39
a4

7c 4e 3a 3e
7c 4e 3a 3e

33
62

33
62

39
33

39
33

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

=> changing state STP_STATE_ESCAPE_2 ->

66
65

66
65

32
35

32
35

31
66

31
66

33
65

33
65

61
32

61
32

61
33

61
33

63
38

63
38

32
37

32
37

66
31

66
31

31
35

31
35

31
36

31
36

31
65

31
65

34
64

34
64

66
31

66
31

38
39

38
39

61
33

61
33

33
62

33
62

33
38

33
38

31
66

31
66

31
61

31
61

38
36

38
36

64
37

64
37

37
64

37
64

34
66

34
66

39
35

39
35

39
64

39
64

65
38

65
38

33
33

33
33

31
31

31
31

31
30

31
30

63 38
36 65

63 38
36 65

38 62
64 63

38 62
64 63

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2
STP_STATE_IDLE

>

STP:

—

61
64

61
64

35
37

35
37

|
Vv

message identified - (188): 7b 22 64 61 74 61 5f 69 64 22 3a 20 31 2c 20 22 73 65 72 76
73 22 3a 20 30 2c 20 22 64 61 74 61
31 34 38 33 31 38 37 39 65 31 63 38
36 64 39 62 66 36 64 35 38 31 36 65
33 61 32 31 31 66 61 33 31 64 34 39
65 33 37 35 65 31 33 38 61 37 66 64

69 63 65 5f
22 3a 20 22
61 30 33 62
64 34 62 31
33 31 38 62
33 30 64 63

69
66
63
65
35
Si

64 22
62 36
38 63
38 61
34 33
32 38

3a
38
32
63
30
66

20
35
61
31
32
38

30
63
30
37
30
32

2c
61
23
31
39
88

20
36
31
66
37
38

22
33
62
38
34
22

73
66
65
30
61
7d

74
31
66
37
30
04

61
61
32
64
39
ad

74
63
38
39
33
Tc

75
66
31
32
35
de

B



prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
"' fb685cab3f1acf14831879e1c8a03bc8c2a031bef2816d9bf6d5816ed4dbleBacl71£807d923a211fa31d493 |
— 18b543020974a0935e375e138a7£d30dc728£8238""

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

< "False"

comm-server: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— 74 61 22 3a 3d 20 66 61 6¢c 73 65

comm-client: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— 74 61 22 3a 3d 20 66 61 6¢c 73 65

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-server: TX -> (7): 7d ea Oa 5c b4 3a 3e
comm-client: RX <- (7): 7d ea Oa 5c¢c b4 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (63): 7b 22 64 61 74 61 5f 69 64 22 3a 20 31 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 20 31 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 66 61 6¢c 73 65 7d ea Oa 5c b4

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

"False"
prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got negative authentification feedback

Return Value of authentification method is correct (Content False and Type is <class 'bool’>).

Result (Return Value of authentification method): False (<class 'bool'>)

Expectation (Return Value of authentification method): result = False (<class 'bool'>)



Unittest for socket_protocol

Authentification state of server is correct (Content False and Type is <class 'bool">).

Result (Authentification state of server): False (<class 'bool'>)

Expectation (Authentification state of server): result = False (<class 'bool'>)

Authentification state of client is correct (Content False and Type is <class 'bool'>).

Result (Authentification state of client): False (<class 'bool'>)

Expectation (Authentification state of client): result = False (<class 'bool'>)

Info Identical secrets set

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

< "None"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— T4 61 22 3a 3d 20 6e 75 6¢c 6¢c 7d

comm-server: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— T4 61 22 3a 3d 20 6e 75 6¢c 6¢c 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): fd 82 a2 a9 3a 3e
comm-server: RX <- (6): fd 82 a2 a9 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

203 /1339



STP:

—

—

prot-server:

—

prot-server:

prot-server:

>

message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76

69 63 65 5f 69 64 22 3a 20 30 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
22 3a 20 6e 75 6¢c 6¢ 7d fd 82 a2 a9

IINone n

RX <- service: authentification request, data_id: seed, status: okay, data:

Executing callback __authentificate_create_seed__ to process received data

TX -> service: authentification response, data_id: seed, status: okay, data:

"'c00ac72bd6cfab974b3dc04c9ec197a51£289d4c84cb3£a2705ed4b6£4027ctb' "
22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76

comm-server: TX

—

—

69 63 65 5f
74 61 22 3a

comm-client: RX

—

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

STP:
STP:

—

69 63 65 5f
74 61 22 3a

=2
69
3d
<-
69
3d

(64):
64 22
20 22
(64) :
64 22
20 22

3a

3c

7b

3a 3d 20

63
3a

30
3c

30
7b

3a 3d 20

63

30

30

31
61

2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64

61

22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76

31
61

2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64

data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

data sync (3a) received =>

store sync pattern (3a 3d)

STP_STATE_STORE_DATA

comm-server: TX

—

—

31 39 37 61
34 30 32 37

comm-client: RX

>

—

31 39 37 61
34 30 32 37

comm-server: TX

comm-client: RX

->
35
63
<-
35
63
->

<_

(64):
31 66
66 62
(64):
31 66
66 62

4):
(4):

63
32
22

63

32
22

37
38
7d

37

38
7d

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

received => changing state STP_STATE_ESCAPE_2 ->

32
39
05

32

39
05

62
64
90

62

64
90

84 1b 3a 3e
84 1b 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

64 36 63 66 61 62 39 37 34 62 33 64 63 30 34 63 39 65
34 63 38 34 63 62 33 66 61 32 37 30 35 65 64 34 62 36

64 36 63 66 61 62 39 37 34 62 33 64 63 30 34 63 39 65
34 63 38 34 63 62 33 66 61 32 37 30 35 65 64 34 62 36

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2
STP_STATE_IDLE

STP: message identified - (124): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
69 63 65 5f 69 64 22 3a 20 31 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
22 3a 20 22 63 30 30 61 63 37 32 62 64 36 63 66 61 62 39 37 34 62 33 64 63 30 34 63 39 65
63 31 39 37 61 35 31 66 32 38 39 64 34 63 38 34 63 62 33 66 61 32 37 30 35 65 64 34 62 36
66 34 30 32 37 63 66 62 22 7d 05 90 84 1b

—

—

—

—

—

61

63
66

63
66

|
Vv

B



prot-client: RX <- service: authentification response, data_id: seed, status: okay, data:
— "'c00ac72bd6cfab974b3dc04c9ec197a51£289d4c84cb3£a2705ed4b6£4027cfb' "

prot-client: Executing callback __authentificate_create_key__ to process received data

prot-client: TX -> service: authentification request, data_id: key, status: okay, data:
"'£13cd145997ddbe09e495d393584b50b990d369£32d6907d35724e6282a7cd35fe2e1116604e3c03163562¢ |
— 006fb760ee52b91fc6dlcel273ba0b039b6265acd'"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
—~ T4 61 22 3a 3d 20 22 66 31 33 63

comm-server: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
—~ T4 61 22 3a 3d 20 22 66 31 33 63

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (64): 64 31 34 35 39 39 37 64 64 62 65 30 39 65 34 39 35 64 33 39 33 35 38

—

>

34 62 35 30
32 61 37 63

comm-server: RX

>

>

34 62 35 30
32 61 37 63

comm-client: TX

>

—

62 37 36 30
36 32 36 35

comm-server: RX

>

—

62 37 36 30
36 32 36 35

comm-client: TX

comm-server: RX

62
64
<
62
64
->
65
61
<-
65
61
->

<_

39 39
33 35

(64) :
39 39
33 35
(64) :
65 35
63 64
(64) :
65 35
63 64

(4):
4):

30
66

64
30
66

31
32
22

31
32
22

64
65

31
64
65

31
62
7d

31
62
7d

33
32

34
33
32

31
39
9d

31
39
9d

36
65

35
36
65

36
31
deé

36
31
deé

ff ed 3a 3e
ff ed 3a 3e

39

39
39

36
66

36
66

66

39
66

30
63

30
63

33

37
33

34
36

34
36

32

64
32

65
64

65
64

64

64
64

33
31

33
31

36

62
36

63
63

63
63

39

65
39

30
65

30
65

30

30
30

33
31

33
31

37

39
37

31
32

31
32

64

65
64

36
37

36
37

33

34
33

33
88

33
33

35

39
35

35
62

35
62

37

35
37

36
61

36
61

32

64
32

32
30

32
30

34

33
34

65
62

65
62

65

39
65

30
30

30
30

36 32

33 35
36 32

30 36
33 39

30 36
33 39

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2
STP_STATE_IDLE

—

38

38
38

66
62

66
62

|
Vv



STP: message identified - (188): 7b 22 64 61 74 61 5f 69 64 22 3a 20 31 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 20 30 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 22 66 31 33 63 64 31 34 35 39 39 37 64 64 62 65 30 39 65 34 39 35 64 33 39 33 35
— 38 34 62 35 30 62 39 39 30 64 33 36 39 66 33 32 64 36 39 30 37 64 33 35 37 32 34 65 36 32
-~ 38 32 61 37 63 64 33 35 66 65 32 65 31 31 31 36 36 30 34 65 33 63 30 33 31 36 33 35 36 32
—~ 65 30 30 36 66 62 37 36 30 65 65 35 32 62 39 31 66 63 36 64 31 63 65 31 32 37 33 62 61 30
—~ 62 30 33 39 62 36 32 36 35 61 63 64 22 7d 9d d6 ff ed

prot-server: RX <- service: authentification request, data_id: key, status: okay, data:
"'£13cd145997ddbe09e495d393584b50b990d369£32d6907d35724e6282a7cd35fe2e1116604e3c03163562¢ |
— 006fb760ee52b91fc6dlcel273baOb039b6265acd" "

prot-server: Executing callback __authentificate_check_key__ to process received data

prot-server: TX -> service: authentification response, data_id: key, status: okay, data:

< "True"

comm-server: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
—~ 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
-~ T4 61 22 3a 3d 20 74 72 75 65 7d

comm-client: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 31 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 31 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— 74 61 22 3a 3d 20 74 72 75 65 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->

— STP_STATE_STORE_DATA

comm-server: TX -> (6): 94 fe 74 32 3a 3e

comm-client: RX <- (6): 94 fe 74 32 3a 3e

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2
STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 31 2c 20 22 73 65 72 76
< 69 63 65 bf 69 64 22 3a 20 31 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
< 22 3a 20 74 72 75 65 7d 94 fe 74 32

prot-client: RX <- service: authentification response, data_id: key, status: okay, data:

— "True"



Unittest for socket_protocol

prot-client: Executing callback __authentificate_process_feedback__ to process received data

prot-client: Got positive authentification feedback

Return Value of authentification method is correct (Content True and Type is <class 'bool’>).

Result (Return Value of authentification method): True (<class 'bool'>)

Expectation (Return Value of authentification method): result = True (<class 'bool'>)

Authentification state of server is correct (Content True and Type is <class 'bool’>).

Result (Authentification state of server): True (<class 'bool'>)

Expectation (Authentification state of server): result = True (<class 'bool'>)

Authentification state of client is correct (Content True and Type is <class 'bool >).

Result (Authentification state of client): True (<class 'bool'>)

Expectation (Authentification state of client): result = True (<class 'bool'>)

Info  Corrupting the authentification mechanism

prot-server: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION
prot-client: Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Info  Performing Authentification

prot-client: TX -> service: authentification request, data_id: seed, status: okay, data:

— "None"

comm-client: TX -> (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
— 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
— T4 61 22 3a 3d 20 6e 75 6¢c 6¢c 7d

comm-server: RX <- (64): 3a 3c 7b 22 64 61 74 61 5f 69 64 22 3a 3d 20 30 2c 20 22 73 65 72 76
< 69 63 65 5f 69 64 22 3a 3d 20 30 2c 20 22 73 74 61 74 75 73 22 3a 3d 20 30 2c 20 22 64 61
< T4 61 22 3a 3d 20 6e 75 6¢c 6¢ 7d

STP: data sync (3a) received => changing state STP_STATE_IDLE -> STP_STATE_ESCAPE_1

STP: start pattern (3a 3c) received => changing state STP_STATE_ESCAPE_1 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA
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STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: store sync pattern (3a 3d) received => changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_STORE_DATA

comm-client: TX -> (6): fd 82 a2 a9 3a 3e
comm-server: RX <- (6): fd 82 a2 a9 3a 3e
STP: data sync (3a) received => changing state STP_STATE_STORE_DATA -> STP_STATE_ESCAPE_2

STP: end pattern (3a 3e) received => storing message and changing state STP_STATE_ESCAPE_2 ->
— STP_STATE_IDLE

STP: message identified - (62): 7b 22 64 61 74 61 5f 69 64 22 3a 20 30 2c 20 22 73 65 72 76
< 69 63 65 5f 69 64 22 3a 20 30 2c 20 22 73 74 61 74 75 73 22 3a 20 30 2c 20 22 64 61 74 61
— 22 3a 20 6e 75 6¢c 6¢ 7d fd 82 a2 a9

prot-server: RX <- service: authentification request, data_id: seed, status: okay, data:

< "None"

prot-server: Executing callback __authentificate_create_seed__ to process received data

Return Value of authentification method is correct (Content False and Type is <class 'bool’>).

Result (Return Value of authentification method): False (<class 'bool'>)

Expectation (Return Value of authentification method): result = False (<class 'bool'>)

Authentification state of server is correct (Content False and Type is <class 'bool>).

Result (Authentification state of server): False (<class 'bool'>)

Expectation (Authentification state of server): result = False (<class 'bool'>)

Authentification state of client is correct (Content False and Type is <class 'bool'>).

Result (Authentification state of client): False (<class 'bool'>)

Expectation (Authentification state of client): result = False (<class 'bool'>)

B.1.8 An automatic authentification shall available

Description
An authentification is executed by the client on every connect.

Reason for the implementation
Simplify handling for authentification.

Fitcriterion

Check authentification feedback (client and server) after connect has been triggered.
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Testresult

This test was passed with the state:

Info

Setting up communication

comm-client:
comm-server:
comm-server:
prot-server:

prot-server:

—

Response=

Cleaning up receive-buffer

Cleaning up receive-buffer
Waiting for incomming connection
Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

prot-server: Adding Message (service:

authentification whitelist

>

—

authentification

request, data_id: seed) to the

prot-server: Adding Message (service: authentification response, data_id: seed) to the
authentification whitelist
prot-server: Adding Message (service: authentification request, data_id: key) to the

authentification whitelist

—

prot-server: Adding Message (service:
authentification whitelist

—

authentification

response, data_id: key) to the

prot-server:
prot-server:
prot-server:
prot-server:
prot-server:

prot-server:

—

response
prot-server:

>

prot-server:

.
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-server:
prot-client:

prot-client:

—

prot-client:

—

prot-client:

—

Response=

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0
Adding callback '__authentificate_create_key__' for SID=1 and DID=0
Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1
Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

authentification whitelist

Adding Message (service: channel name response, data_id: name) to the

authentification whitelist

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=read data response
Adding Service with Request=write data request and Response=write data response
Adding Service with Request=execute request and Response=execute response
Initialisation finished.

Cleaning up receive-buffer

Adding Service with Request=authentification request and

authentification response

Adding Message (service: authentification request, data_id: seed) to the

authentification whitelist

Adding Message (service: authentification response, data_id: seed) to the

authentification whitelist



prot-client:

Adding Message (service: authentification request, data_id: key) to the

< authentification whitelist

prot-client:

Adding Message (service: authentification response, data_id: key) to the

— authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

— response

prot-client:

Adding callback '__authentificate_create_seed__' for SID=0 and DID=0

Adding callback '__authentificate_create_key__' for SID=1 and DID=0

Adding callback '__authentificate_check_key__' for SID=0 and DID=1

Adding callback '__authentificate_process_feedback__' for SID=1 and DID=1

Resetting authentification state to AUTH_STATE_UNTRUSTED_CONNECTION

Adding Service with Request=channel name request and Response=channel name

Adding Message (service: channel name request, data_id: name) to the

< authentification whitelist

prot-client:

Adding Message (service: channel name response, data_id: name) to the

— authentification whitelist

prot-client:
prot-client:
prot-client:
prot-client:
prot-client:

prot-client:

Adding callback '__channel_name_request__' for SID=8 and DID=0

Adding callback '__channel_name_response__' for SID=9 and DID=0

Adding Service with Request=read data request and Response=r